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WELCOME

Gopal Khanna
Chair, Cyber Security Summit 2012

Welcome to the second annual Cyber Security Summit. On
behalf of Cyber Security Summit 2012's Advisory Board, |
would like to thank all the sponsors, exhibitors, and attendees
for your support on a topic of the utmost importance.

Poor cyber security is increasingly affecting all levels of
society, whether it is national, local, or personal. With a few
strokes of a keyboard, nation states, terrorist groups, stateless
organizations, and rogue individuals can launch a cyber-attack
from anywhere, at any time, disrupting and damaging our
democracy and way of life.

The Summit's mission is to establish a multi-stakeholder
consortium for cyber security in Minnesota which will bring
together business leaders; local, state and federal government;
and citizens at large, to address cyber threats. We believe that
cyber security cannot be contained and outsourced to any
one sector. Due to the huge scope of cyber threats, it requires
active engagement of all stakeholders, including companies
in every industry segment —large and small businesses alike.

Senior Fellow, Technological Leadership Institute,
University of Minnesota

We believe that Minnesota is uniquely positioned to become
one of the firstin the nation to develop and practice this model
of cyber security. Our state has unique elements, which if
combined and leveraged effectively, can yield innovative cyber
security solutions. These elements include a private sector
with a global footprint and an understanding of corporate
and international dimensions of cyber security, high tech
industry segments that depend on securing their assets,
world renowned research university institutions and faculty,
and informed and engaged public policy leaders. However,
one of the most important resources that Minnesota boasts
is its engaged and active [T-minded community, represented
by you and the others who have attended and will participate

in the Summit.

Your attendance today represents your leadership in not only
understanding the issues at hand but also becoming part of
the solution. The time is now to Plan Globally and Act Locally

to protect our country and its citizens.

Thank you again for your support,
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THANK YOU 2012 SUMMIT COMMITTEE
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CONFERENCE HIGHLIGHTS

VIP RECEPTION Sponsored by

Yesterday evening, Cyber Security mmuurnuslsr. PAUL

Summit hosted an exclusive BUSINESS OURNAL

VIP Reception attended by

select sponsors, speakers, and C-level executives. The Honorable
Howard A. Schmidt, Former Special Assistant to the President
and Cyber Security Coordinator, presented the Keynote address in
which he offered his insights on interagency cyber security policy
development and implementation for the US Government and
coordinating engagement with federal, state, local, international,
and private sector cyber security partners.

The Honorable Howard Schmidt
CISSP, CSSLP

Keynote Speaker

Former Special Assistant to the
President and Cybersecurity
Coordinator, The White House,
Executive Office of the President
of the United States

CLOSING RECEPTION

Engage with fellow leaders on cyber threat issues and their
countermeasures. There will be drawings for great prizes such as a
Kindle Fire, an Apple TV, and a $250 Best Buy Gift Certificate. Hors
d'oeuvres and cocktails (cash bar) will be available to enjoy.

Dr. Robert Huber, founder of Huber Advisors, will be in attendance
to discuss his text book RESPONSE !, which describes the process
for creating a comprehensive business continuity plan. During the
Closing Reception, the textbook will be on sale and Robert will be
available to autograph the book with each purchase.

Closing Reception sponsored by

Bawio80 ’ 15707

WI-FI AVAILABLE

Complimentary Wi-Fi is available throughout the convention

center for your use.

Wi-Fi sponsored by @omcqst

BUSINESS CLASS
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Experience the Conference on Twitter

We encourage all attendees to share
their thoughts and feedback throughout
the day on Twitter, using the hashtag #CSS2012MN

You can find Cyber Security Summit on
Twitter (twitter.com/cs_summit)

Like Us on Facebook

Like us on Facebook to receive the latest
news from Cyber Security Summit

Facebook.com/cssummit

Connect with Us on LinkedIn

Join the discussion with industry
leaders and cyber security experts
on LinkedIn
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Bill Aerts, CISSP, CISM
Director, Information Risk Management
Medtronic

Bill Aerts is the Director of Information Risk Management at
Medtronic. In this role, he oversees information security and is
developing the medical device security practice across Medtronic.
He has created and championed information security programs in
the insurance, transportation, retail, and now healthcare industries.
Bill received his bachelor's degree from the University of Wisconsin.

Dr. Massoud Amin
Director, Technological Leadership Institute
University of Minnesota

Dr. Massoud Amin leads extensive projects in smart grids and
infrastructure security and is considered the father of smart
grid. He holds the Honeywell/H.W. Sweatt Chair in Technological
Leadership at the University of Minnesota, directs the University's
Technological Leadership Institute (TLI),is a University Distinguished
Teaching Professor, and professor of electrical and computer
engineering. Before joining the University in 2003, he held positions
of increasing responsibility at the Electric Power Research Institute
in Palo Alto. After 9/11, he directed all Infrastructure Security R&D
and led Grid Operations/Planning and Energy Markets. Prior to
9/11, he served as head of mathematics and information sciences,
led the development of more than 24 technologies that transferred
to industry, and twice received the Institute's highest honor.

Wade Baker
Director, Research and Intelligence
Verizon Business

Wade Bakeris the Director of Risk Intelligence for Verizon. In this role,
he oversees the collection, analysis, and delivery of data relevant to
understanding and managing information risk. Prior to his tenure
at Verizon, he was an independent consultant and spent five years
on the faculty of two major research universities, most recently
in the Pamplin College of Business at Virginia Tech. A researcher
at heart, Baker's work on various topics has been published in a
number of academic journals, professional magazines, industry
reports, and books. Baker is the creator, author, and primary analyst
for Verizon's Data Breach Investigations Report series.

Andrew Borene, Esq.
Executive Director
Robotics Alley™

Andrew Borene is Executive Director of Robotics Alley and serves
as a Director at ReconRobotics. He is an Adjunct Professor of U.S.
National Security Policy at Macalester College. A former Associate
Deputy General Counsel with the U.S. Department of Defense,
Andrew is a Director-at-Large with the FBI's InfraGard Alliance
Minnesota Executive Board and a corporate constituent of the U.S.
State Department’s Overseas Advisory Council (OSAC). A former U.S.
Marine officer, Andrew holds a BA in Economics from Macalester
College, and a JD from the University of Minnesota. Andrew is
editor-in-chief of the American Bar Association’s U.S. Intelligence
Community Law Sourcebook.

Christopher Buse, CPA, CISA, CISSP
Chief Information Security Officer (CISO)
State of Minnesota

Christopher Buse is the Chief Information Security Officer for
the State of Minnesota. In this capacity, he is responsible for
designing and implementing the enterprise security architecture
for state government. Christopher is active in many professional
organizations and currently serves on the Executive Committee of
the Multi State Information Sharing and Analysis Center. He also sits
on the Information Systems Audit and Control Association (ISACA)
International Professional Influence and Advocacy Committee and
has held numerous Board of Director positions in the Minnesota
Chapter. Christopher was awarded the 2008 Security Professional
of the Year by the Information Systems Security Association's
Minnesota Chapter.

Gary Eppinger, CISA, MBB/QA

Chief Information Security Officer (CISO), VP of IT Security, Real
Estate, Market Development, Legal, and Pharmacy Services
SUPERVALU Foods, Inc.

Gary Eppinger is the CISO and Vice President of Real Estate, Market
Development, Legal, and Pharmacy Systems at Supervalu. In
his current role he provides vision and leadership for IT process
compliance and security initiatives along with providing IT
Leadership to other areas of the company. Gary is also responsible
for Global IT Business Continuity and reports to the CIO for
Supervalu. Gary comes to us with an extensive background in
enterprise information security, auditing, disaster recovery
programs, risk management, IT controls, and processes. Gary has
significant experience leading complex, global change management
programs at several Fortune 100 companies.
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John Frymier, CISSP
VP and Chief Information Security Officer (CISO)
Unisys

Mr. Frymier is the Chief Information Security Officer of Unisys
Corporation. He works with functional leaders across Unisys, as
well as vendors and partners to oversee the development and
implementation of effective global information security policies,
standards, and procedures. Furthermore, as a thought leader and
practitioner, he represents the company across the industry, as
well as assisting in client presentations and the development of
service delivery models and client material on matters pertaining to
digital security. Mr. Frymier also leads the Unisys Consumerization
of IT program, charged with fostering the overall evolution of
Unisys information technology strategy and implementation
to accommodate mobility, and the adoption and effective use of
consumer technologies in the Unisys infrastructure. Mr. Frymier
previously led the Unisys Information Security Office for five years,
tactically responsible for the formulation of policies, operational
procedures, incident response, contract support, regulatory
compliance, information asset management, IT oversight, and
investigations of the digital domain on a global basis. Prior to
that, Mr. Frymier led Unisys Infrastructure Engineering, with
responsibilities including corporate desk/laptop computing devices
and software; help desk and engineering problem resolution; global
mail management; Microsoft domain infrastructure design and
support; voice, local, and wide area network services; and general
network engineering, performance, and capacity management. Mr.
Frymier has a bachelor degree in Economics from the University of
Virginia.

lan Glazer
Research Vice President and Agenda Manager
Gartner

lan Glazer is a Research Vice President and the Agenda Manager on
the GTP Identity and Privacy Strategies team. He leads IdPS' coverage
for authorization and privacy. Topics within these two main areas
include externalized authorization management, XACML, federated
authorization, privacy by design, and privacy programs. Other topics
he covers include user provisioning, identity and access governance,
access certification, role management, identity data quality, and
national identity programs. Mr. Glazer is also a member of the
National Strategy for Trusted Identities in Cyberspace (NSTIC) Identity
Ecosystem Steering Group's Management Council. As an at-Large
delegate to the Management Council, he ensures that all voices are
heard among the wide range of industries, technologies, and advocates
for whom identity, privacy, and NSTIC are crucial.
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Brian Isle, PE

General Manager, Adventium Labs

Senior Fellow, Technological Leadership Institute,
University of Minnesota

Mr. Isle is the co-founder and a member of the technical staff at
Adventium Labs. His current technical focus is in assessment of
critical infrastructure safety and security. Mr. Isle is currently
supporting the DOE NESCOR program to improve the cyber security
readiness of the next generation power grid. Mr. Isle was a key
member of a DoD program related to vulnerability assessment
for force protection and a Department of Homeland Security
program to apply advanced cyber protection technology to control
systems for critical infrastructure, including manufacturing and
industrial control systems. Mr. Isle provides consulting services to
Adventium’'s commercial clients to ensure the successful adoption
and integration of new technology. Mr. Isle has more than 20
years' experience in research management focused on technology
development leading to the creation of next-generation products
in avionics, industrial controls, optical network communication,
asset tracking and management system, and security. Mr. Isle
is on the Board of Directors of the Minnesota chapter of the FBI
sponsored InfraGard organization focused on critical infrastructure
and improving regional resilience. Mr. Isle is a Senior Fellow at the
Technology Leadership Institute at the University of Minnesota,
teaching vulnerability and risk assessment methods for critical
infrastructure. He is on the Board of Advisors for the University of
Minnesota's Engineering and Computer Engineering department,
a member of the National Classification Management Society,
a trained Facility Security Officer, and a professional engineer
registered in Minnesota.

Bill Joll
President and CEO
1SC8

Before joining ISC8, Joll was President of Velocitude, an early stage
mobile web services platform company. Akamai Technologies,
Inc., the leading provider of cloud-based services for the web,
mobile content, and applications, acquired the company in June
of 2010. After the acquisition, Joll was involved in the integration
of Velocitude's platform into Akamai's framework. In May 2006,
Joll was appointed President and Chief Executive Officer of On2
Technologies, where he served until 2008. Prior to On2, Joll served
as Vice President of Marketing for Real Networks, one of the first
companies to focus on the management and sharing of digital
media. At Real Networks he conceptualized and launched OnlineTV,
a new product for both Mobile and Broadband service providers.
From June of 2000 through April of 2005, Joll served as President
and Chief Executive Officer of a number of successive start-ups,



including Maple Optical Systems, Maple Networks, and Threshold
Networks. Before that he held numerous executive positions
at Nortel Networks during his 18-year tenure at the company,
including President of Marketing for Europe, General Manager of
Carrier Product Lines, and Head of Product Managementin Asia and
Latin America. Joll holds a B.S. and an M.S. in Electrical Engineering
from the University of Manitoba. He serves as Member of Advisory
Board of Azla Advisors.

Eric Kaler
President
University of Minnesota

Eric W. Kaler became the 16th president of the University of
Minnesota on July 1, 2011. Dr. Kaler is only the second alumnus
to rise to the University's presidency. He received his Ph.D. from
the University's Department of Chemical Engineering and Materials
Science in 1982. He went on to become one of the nation’s foremost
experts on ‘complex fluids,” which are used in many applications,
including drug delivery, the biotech industry, food processing, and
the manufacturing of coatings and paints. Before coming to the ‘U,
Kaler served from 2007 to 2011 as provost and senior vice president
for academic affairs at Stony Brook University in Stony Brook, N.Y.
He also was Stony Brook's vice president for Brookhaven National
Laboratory affairs. Previous to his time at Stony Brook, Kaler
was a member of the faculty at the University of Delaware from
1989-2007. He served there as chair of the Chemical Engineering
Department from 1996 to 2000 and then as dean of the College of
Engineering from 2000 to 2007. He was an assistant professor and
an associate professor of chemical engineering at the University of
Washington from 1982 to 1989. Kaler has received many awards
and recognitions for his research, including election to the National
Academy of Engineering in 2010.

Gopal Khanna

Cyber Security Summit Chair

Senior Fellow, Technological Leadership Institute,
University of Minnesota

Gopal Khanna is a Senior Fellow at the Technological Leadership
Institute at the University of Minnesota. From 2002 thru 2010,
he held senior positions in federal and state government - most
recently as Minnesota's first State CIO in the administration of
Governor Tim Pawlenty, and before that as the CIO and CFO of
the United States Peace Corps in the administration of President
George W. Bush. Prior to his service in government, Khanna was
in the private sector where he held several corporate management
positions and led start-up technology solutions/consulting
firms. Most recently, Khanna served as the Lead Co-Chair for
the Commission on Service Innovation, chartered to provide

recommendations on how to restructure and improve the overall
delivery of services to citizens. Additionally, Khanna is Chairman
of The Khanna Group LLC, President of TiE - Minnesota, serves
on advisory boards of early stage technology companies, and is a
founder of a start-up venture in Minnesota.

Mac Lewis
CEO
FieldSolutions, Inc.

Mr. Lewis is founder and CEO of FieldSolutions, which provides
on-line management tools and technician database for variable
cost and high quality field service. FieldSolutions' 'direct-to-tech’
network of more than 27,000 independent contractors offers
comprehensive, low-cost services for global technology and service
companies including electronics manufacturers, resellers, and
service providers for all areas of the U.S., Canada, and Mexico. Mr.
Lewis currently serves on boards of several private companies and
organizations, including the St. Thomas University Engineering
Schooland MN High Technology Association (MHTA), as well as being
active in support of the Guthrie Theater. In the 1990s he was on the
Board of the American Electronics Assaciation (AEA), including roles
as Chair of AEA's National Competitiveness Committee. He has also
served as a prior Chairman of the Minnesota Council of Growing
Companies. Mr. Lewis received his BSEE degree from Princeton
University.

Renee Lopez-Pineda
General Manager, IT
Delta Air Lines, Inc.

Renee Lopez-Pineda is an Information Security General Manager
at Delta Air Lines. Her 27-year airline career began in Information
Technology as a programmer for Northwest Airlines, where she
subsequently held various roles of increasing responsibility, leading
teams in application development, data services, application design
specialists, and wintel servers. Renee joined Northwest's senior
leadership team in 2006. With the Delta and Northwest merger,
she now has both Minneapolis and Atlanta-based team members
focusing on policy, compliance, identity and access management,
security incident response, forensics and investigations, privacy, and
disaster recovery. Renee is a graduate of Minnesota State University,
Mankato and is an active member of the Minneapolis CISO Executive
steering committee, a co-chair of the Minnesota CSO Executive board,
and a member of TAG (Technology Association of Georgia).
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Tina Meier

Keynote Speaker
Executive Director
Megan Meier Foundation

On October 16, 2006, Tina Meier's life took a devastating turn
when her 13 year old daughter, Megan Taylor Meier, took her own
life after being cyberbullyed by her adult neighbor. In December of
2007, Tina Meier founded the non-profit Megan Meier Foundation.
The foundation's mission is to ‘Bring awareness, education, and
promote positive change to children, parents, and educators

in response to the ongoing bullying and cyberbullying in our
children’s daily environment.” Tina travels throughout the country
to make a difference by speaking to the importance of Internet
safety through Megan's story.

Dwayne Melancgon, CISA, ITIL
Chief Technology Officer
Tripwire, Inc.

Dwayne Melancon owns a critical role in driving and evangelizing the
company's global overall product strategy. He brings over 25 vears
of security software experience, and is responsible for leading the
company's long-term product strategy to meet the evolving data
security needs of global enterprises. Mr. Melancon has worked
with the IT Process Institute on its research of best practices,
numerous corporations around the world on IT service management
improvement, and with the Institute of Internal Auditors in its
pursuit of Generally Accepted IT Principles. Prior to joining Tripwire,
Dwayne was VP of Operations for DirectWeb, Inc., where he was
responsible for product management, logistics, electronic supplier
integration, customer support, information systems, infrastructure
development, and other business operations. Before DirectWeb, he
ran Pan-European Support for Symantec Corporation. Prior to joining
Symantec, Dwayne spent eight years at Fifth Generation Systems, Inc.,
where he created an award-winning global support organization. Mr.
Melancon is a member of the Information Systems Audit and Control
Association (ISACA) and IT Service Management Forum (ITSMF).
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Jason Newman, CISA, CISSP
Senior Manager, Security and Privacy Services
Deloitte & Touche LLP

Jason Newman is a security and privacy services practitioner at
Deloitte & Touche LLP with more than 15 years of information
security and project leadership experience in systems and network
security, security architectures, and security/privacy assessments
and implementations. He has managed the implementation of
information security technologies to meet compliance requirements
and enhance operating efficiencies. Jason has also addressed
numerous groups on the topics of ecommerce security, information
systems security assessment, data protection, security architecture
and security and privacy compliance.

Dave Notch
Former Chief Information Security Officer (CISO)
Thomson Reuters

Dave has held a number of senior positions in security, architecture,
and engineering during his 20 years in the technology industry. Most
recently and for the past six years, he served as Thomson Reuters Chief
Information Security Officer where he was responsible for managing
the corporate programs for information security, business continuity,
disaster recovery, and technology-related audit and compliance
activities. Dave holds a Master's degree in Computer and Information
Science from the University of Minnesota, Institute of Technology and
provides leadership in a number of industry and advisory organizations.

Carolyn Parnell
Chief Information Officer (CIO)
State of Minnesota

Carolyn Parnell was appointed Minnesota State Chief Information
Officer by Governor Mark Dayton on Feb. 1,2011. As State CIO, Parnell
will oversee OET's delivery of services that improve government
through the effective use of information technology. Parnell has
led the following technology organizations as Chief Operating
Officer for Information Technology Services for Minnesota State
Colleges & Universities (MnSCU), Director of Information Technology
at Minnesota Public Radio/American Public Media, Director of
Networks and Data Centers at Fidelity National Information Systems,
and Director of Networking and Telecommunications Services at
the University of Minnesota. Previously, Parnell worked as a child
protection social worker. Parnell earned a B.A. at the University
of Minnesota, Morris, in Sociology and Liberal Arts for the Human
Services and an MBA from the Carlson School of Management at the
University of Minnesota.



William Pelgrin

Keynote Speaker

President and CEO, Center for Internet Security

Founder and Chair, Multi-State Information Sharing and Analysis
Center (MS-ISAC)

Mr. William Pelgrin is the President and Chief Executive Officer of
the Center for Internet Security (CIS). The Center for Internet Security
is a not-for-profit organization whose mission is to enhance the
cyber security readiness and response of public and private sector
entities, with a commitment to excellence through collaboration.
CIS has responsibility for the operation of the Multi-State ISAC to
provide critical cyber security services for state, local, tribal, and
territorial (SLTT) governments; development and distribution of
benchmarks that establish standards for the secure configuration of
information technology systems; and the coordination of aggregate
purchasing opportunities for SLTT governments and related non-
profits to provide broad access to top quality cyber security solutions.
Mr. Pelgrin established the Multi-State Information Sharing and
Analysis Center (MS-ISAC) in January 2003 in recognition of the need
for collaboration across states to better prevent, detect, respond to,
and recover from cyber incidents. The MS-ISAC has representation
from all 50 states, the District of Columbia, local governments, and
US Territories and serves as a collaborative mechanism to share
information regarding cyber security issues. Because of the success
of the MS-ISAC, the US Department of Homeland Security has
recognized the MS-ISAC for its proactive role in coordinating state
and local government cyber readiness and response.

Avinash Prasad
General Manager, Enterprise Security Solutions
Wipro

In his current role, Avinash heads the practice and business
area of Infrastructure and Managed Security Services. He has

a multi-functional focus on business development, customer
management, practice and solution development, team and
competency support, and technical solution delivery. Prior to
this role, Avinash led the Presales, Alliances and Hosted Security
services for Wipro ESS. Also, he has led the creation and building
of a practice in Security engineering services and Data Security.
Avinash has over 16 years of industry experience, of which ten
years are in IT Security. Avinash has been with Wipro since 1996.
Avinash has a B. Tech from IIT, Delhi in Textile Technology and an
MBA from XLRI, Jamshedpur in Marketing and Finance.

Fayyaz Rajpari, CISSP, CCSK, GCIH, GCFW, ITIL, MCSE
Core Security Architect
Symantec Corporation

Fayyaz Rajpari is a Security Architect for Symantec Corporation.
Fayyaz is integral to the north central territory for Symantec's core
security solutions. He is a technology enthusiast with 15 years of
Information Technology experience. The last ten years he has devoted
his career to all things security. He's had a variety of roles with deep
experience within many security domains, including network and
endpoint security, encryption, identity and access management,
and vulnerability management. His current responsibilities include
providing information security knowledge and technical insight on
all Symantec security solutions for enterprise and large enterprise
corporations. Fayyaz takes pride on staying on top of the latest
threat trends and is responsible for internal updates to information
security topics and Symantec security solutions. Outside of his fast
paced life at Symantec, Fayyaz Rajpari is a part time Information
Security Instructor at Oakton Community College. He holds a
Bachelor's degree in Information Security from Westwood College.
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Patrick C. Reidy, CISSP

Keynote Speaker

Chief Information Security Officer (CISO)
Federal Bureau of Investigation (FBI)

Patrick Reidy is the Chief Information Security Officer at the Federal
Bureau of Investigation. During his 16-year career in information
assurance he has worked in both the private and public sectors. He
has worked in several aspects of information assurance to include
systems penetration, incident response, threat analytics, and data
security. Over his professional career he has been involved in the
investigation, analysis, and mitigation of hundreds of computer
intrusion incidents. During his time with the FBI, Mr. Reidy led the
development of the FBI's information assurance and advanced
cyber adversary protection programs. Mr. Reidy holds a Masters
in Information Assurance from Eastern Michigan University and
a Masters of Science in Strategic Intelligence from the National
Intelligence University.

James Ryan, MSEE, CEA, PMP
Managing Partner
Litmus Logic, LLC

James is a cyber defense practitioner and author with over 15 years of
experience delivering transformational business results for US federal
agencies and critical infrastructure companies. In 2008, James worked
with NASA, HP/EDS, TSCP, and others to define game-changing
identity and credential management strategies — then pioneered
the first implementations for early adopters. These strategies have
evolved into Personal Identity Verification Interoperability (PIV-1) and
the Identity, Credential, and Access Management (ICAM) Segment
Architecture. James holds a MSEE from Virginia Tech.
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Nick Selby
Police Officer and Managing Director
N4Struct, Inc.

Nick Selby was sworn in as a police officer in 2010. He has been an
information security analyst and consultant for more than ten years
and has worked in physical security and intelligence consulting in
various roles since 1993. In 2005 he established the information
security practice at industry analyst firm The 451 Group and from
2006-2011 served on the faculty of IANS Research. Since 2008 he
has focused on law enforcement intelligence. He is a partner in
N4Struct, which provides cyber incident response to Fortune 500
companies.

James Sheire

Senior Advisor

National Institute of Standards and Technology (NSTIC), United
States Department of Commerce

A key Obama Administration cyber security initiative, the National
Strategy for Trusted Identities in Cyberspace (NSTIC) charts a
course for the public and private sectors to collaborate to raise
the level of trust associated with the identities of individuals,
organizations, networks, services, and devices involved in online
transactions. As a member of the NSTIC national program office
in Washington, D.C,, Jim manages strategic alliances with NSTIC
stakeholders and serves as chief evangelist in outreach programs
and communications. Jim draws on over 15 years of policy and
business experience, previously serving as an aide to Senator Ron
Wyden (D-0R), a policy specialist for Philips Electronics, and most
recently in business development and communications for NXP
Semiconductors, a leading cyber security and identity management
technology provider.
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Mikko Varpiola

Keynote Speaker

Co-Founder and Test Suite Developer #1
Codenomicon, Ltd.

Mikko is an expert in anomaly design, security vulnerability
discovery, and unknown vulnerability management. He is a world-
renowned expert on how to make software/firmware/hardware
fail. Before founding Codenomicon, Mikko was a key researcher
at a globally recognized security research group, Oulu University
Secure Programming Group (OUSPG). He actively participates in
the development of secure programming practices and automation
of software security testing. His contributions are integral to the
development of practical implementations of generation-based
fuzz testing software. Recently Mikko has focused his efforts on
Codenomicon's Fuzz-o-Matic Testing-as-a-Service (TaaS) platform
and on research into testing instrumentation to reliably detect
vulnerabilities in real-time.
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Mark Weatherford, CISSP, CISM

Keynote Speaker

Deputy Under Secretary for Cybersecurity

National Protection and Programs Directorate (NPPD),
Department of Homeland Security

Mark Weatherford is the Deputy Under Secretary for Cybersecurity
for the National Protection and Programs Directorate (NPPD),
a position that will allow DHS NPPD to create a safe, secure, and
resilient cyberspace. Weatherford has a wealth of experience in
information technology and cybersecurity at the Federal, State, and
private sector levels. Weatherford was previously the Vice President
and Chief Security Officer of the North American Electric Reliability
Corporation (NERC), where he directed the cybersecurity and critical
infrastructure protection program. Before NERC, Weatherford
was with the State of California, where he was appointed as the
state’s first Chief Information Security Officer. Prior to California,
he served as the first Chief Information Security Officer for the
State of Colorado. Previously, as a member of the Raytheon
Company, he successfully built and directed the Navy/Marine Corps
Intranet Security Operations Center (SOC) in San Diego, California
and was also part of a team conducting security certification and
accreditation with the U.S. Missile Defense Agency. A former U.S.
Navy Cryptologic Officer, Weatherford led the U.S. Navy's Computer
Network Defense operations and the Naval Computer Incident
Response Team (NAVCIRT). Weatherford earned a bachelor's degree
from the University of Arizona and a master's degree from the Naval
Postgraduate School. He was awarded SC Magazine's prestigious
'CSO of the Year" award for 2010 and named one of the 10 Most
Influential People in Government Information Security for 2012 by
Govinfo Security.
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SPONSORS + EXHIBITORS

Adventium Labs
BREAKFAST SPONSOR
BOOTH 128

Adventium Labs is a Minneapolis-based, R&D laboratory with a
track record of technology innovation for our government and
commercial clients. Our focus is on solving real world problems
through the invention, adoption, maturation, and transfer of
technology, with primary technical expertise in the areas of
cyber security, advanced automation, and system engineering.
Adventium personnel have extensive expertise in avionics, medical
devices, industrial controls, and high assurance systems.

Brian Isle

111 3rd Ave South, Suite 100
Minneapolis, MN 55401
612.716.5604
info@adventiumlabs.com
www.adventiumlabs.com

Alert Logic, Inc.
EXHIBITOR ﬁ ALERTLOGIC

BOOTH 118

Security. Compliance. Cloud

Alert Logic's Security-as-a-Service solutions are the most efficient
way to secure networks and comply with regulatory mandates.
Cost effective and easy to deploy, Alert Logic's solutions provide
intrusion detection, vulnerability assessment, log management,
and 24x7 monitoring services for over 1,500 direct and indirect
customers.

Joanna M. Romero

1776 Yorktown, 7th Floor
Houston, TX 77056
877.484.8383
info@alertlogic.com
www.alertlogic.com
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Atomic Data A T@M | C
EXHIBITOR SIMPLE. SAFE. SMART.
BOOTH 116

Atomic Data is an IT services provider based in Minnesota with
datacenters in 8 geographically diverse locations across the
world. Atomic is a one-stop-shop for everything from a client's
first website to virtual server infrastructure, cloud computing, and
enterprise architecture and consulting. Simple. Safe. Smart. That's
Atomic Data.

Ben Crist

615 North 3rd Street
Minneapolis, MIN 55401
612.466.2000
sales@atomicdata.com

www.atomicdata.com ~

Better Business Bureau --—
CLOSING RECEPTION SPONSOR BBB
BOOTH 114

The mission of the Better Business Bureau is to be the leader in
building marketplace trust by promoting the highest standards of
business ethics and conduct. Founded in Minneapolis in 1912 and
supported today by 6,400 Accredited Businesses in Minnesota and
North Dakota, the BBB serves both consumers and businesses.

Better Business Bureau of Minnesota and North Dakota
220 South River Ridge Circle

Burnsville, MN 55337

651.699.1111

ask@thefirstbbb.org

www.thefirstbbb.org



SPONSORS + EXHIBITORS

Bit9 Q. .
EXHIBITOR w B |t9
BOOTH 113 .

Bit9, the global leader in Advanced Threat Protection, protects the
world's intellectual property (IP) by providing innovative, trust-
based security solutions to detect and prevent sophisticated cyber
threats. The world's leading brands rely on Bit9's award-winning
Advanced Threat Protection Platform for endpoint protection
and server security. Bit9 stops advanced persistent threats by
combining real-time sensors, cloud-based software reputation
services, continuous monitoring, and trust-based application
control and whitelisting—eliminating the risk caused by malicious,
illegal, and unauthorized software.

Toni Pommet

266 Second Ave, 2nd Floor
Waltham, MA 02451
617.393.7400
contact@bit9.com

www. bit9.com

Business 1570
CLOSING RECEPTION SPONSOR
BOOTH 122

e1570

WALL STREET
BUSINESS NETWORK..

KYCR

business1570.com
Business 1570 s the only full-time business
radio station in the Minneapolis/St. Paul metropolitan area. With
our broadcast partners Bloomberg and CNBC, Business 1570 covers
financial news, events, and topics from Wall Street to Main Street.
Business 1570 listeners are the movers and shakers in the Twin
Cities business community.

Mike Murphy

2110 Cliff Road

Eagan, MIN 55122
651.289.4418
mike.murphy@salemtc.com
www.business1570.com

Start With Trust

Come visit the BBB’s booth
to learn how we work with
businesses and consumers
to promote data privacy and
trust in today’s digital world.

D

BBB®

bbb.org
800-646-6222

Proud sponsor of the 2012 Cyber Security Summit

CYBER SECURITY
SUMMIT 2012




Jim Wolrd - CEO, Atomic Data
Navigating
through the
clouds

A brief guide to your
virtualization options.

Moving part or all of your busi-
ness to the cloud can be a daunt-
ing, often confusing endeavor.
Though the benefits of virtual-
ization, commonly referred to as
cloud computing, are well known
(higher availability, lower oper-
ating costs, etc.), your company’s
path towards a cloud based solu-
tion isn’t quite as certain. Thank-
tully, due to the proliferation of
advanced data center hardware,
increased bandwidth, and virtu-
alization software, there are more
cloud solutions now than ever
before.

We'll divide today’s virtualiza-
tion solutions into three catego-
ries: public, private, and hybrid
clouds.

Some well known public clouds
include Amazon’s Elastic Com-
pute Cloud (EC2), Microsoft’s
Azure Cloud, and Google’s
Cloud Platform. These public
clouds can offer significant capi-

tal and operational savings with
their utility and usage-based
pricing models. Although
economically appealing, the
public cloud isn't for everyone.
In the public cloud, two of your
virtual servers may reside in
data centers thousands of miles
apart. This can create latency
issues, resulting in suboptimal
performance. For those with
web servers relying on data-
base back-ends, this can mean
higher load times and more
financial risk. Other drawbacks
of the public cloud can in-
clude poorly managed security,
limited data recovery options
during an outage, and the lack
of backend control. Also, the
public cloud provider typically
determines the hardware your
servers run on.

For those with more complex
compliance, customization,
management, and uptime
needs, the private cloud can
fill these gaps left by the public
cloud. Atomic Data leverages
our fully managed infrastruc-
ture (F5 load balancers, Cisco
switching, NetApp storage,
enterprise WAN, and VM Ware
platform) to provide clients
with a shared or dedicated pri-
vate cloud in our SAS 70 Type
I1/SOC 2 Type II certified data
centers. Atomic Data’s highly
redundant and highly available
architecture alleviates the risks
from natural disasters, system
crashes, and increased loads.
Atomic Data’s systems are de-
signed from the ground up for
automatic failover to keep your
business running if disasters
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do occur. Additionally, tape
backup and server snapshots
help ensure your data will never
be lost. Combined with our
highly knowledgeable certified
engineers, an intense focus on
security, and state of the industry
infrastructure in data centers
around the world, an Atomic
Data private cloud will exceed
your expectations and scale to
meet your changing business
needs.

Finally, we have the hybrid
cloud. This solution is ideal for
companies with non-critical ap-
plications or platforms that can
reside in the lower cost public
clouds, but also require the se-
curity and control of the private
cloud. The two are typically
bound together with an added
level of redundancy the public
cloud may not always offer. If
you have an existing private
cloud and are looking to leverage
the capacities of the public cloud,
a hybrid solution may be what
you're looking for.

No matter which option you
choose, Atomic Data’s experi-
enced team of platform engi-
neers and enterprise architects
will be there to design, imple-
ment, and manage your transi-
tion to the cloud. Want to learn
more about your path through
the clouds? Visit AtomicDa-
ta.com or contact one of our
knowledgeable sales consultants
by calling 612-466-2000 or
emailing sales@atomicdata.com.

By Scott Evangelist
Marketing Analyst, Atomic Data
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PRE-SUMMIT VIP RECEPTION

The Honorable Howard A. Schmidt, CISSP, CSSLP

Former Special Assistant to the President and Cyber Security Coordinator

Cyber Security Summit 2012 commenced with the Honorable Howard Schmidt, former Special Assistant to the President and Cyber
Security Coordinator. Mr. Schmidt provided insights on interagency cyber security policy development and implementation for the US
Government and coordinating engagement with federal, state, local, international, and private sector cyber security partners. He outlined
the challenges and barriers that the US must navigate in the current state of cyber space, as well why a State driven "Cyber Security
Eco-System” is needed to help formulate the future national strategy and technical, policy, and legislative solutions needed to secure the

nation from cyber security attacks.

TUESDAY, OCTOBER 9, 2012: CYBER THREAT IDENTIFICATION

7:30 - 8:00 a.m.

8:00 - 8:30 a.m.

Registration + Networking Breakfast in the Exhibit Hall

Welcome + Introduction

Gopal Khanna, Cyber Security Summit Chair;
Senior Fellow, Technological Leadership
Institute, University of Minnesota

Dr. Massoud Amin, Director, Technological
Leadership Institute, University of Minnesota

8:30 - 9:30 a.m.

The second annual Cyber Security Summit will kick-off with Gopal Khanna, Chair of
Cyber Security Summit 2012, welcoming all the participants to this groundbreaking
event. Mr. Khanna will highlight the Summit's vision to create a multi-stakeholder
consortium for cyber security that will bring together leaders from business; state,
local, and federal government; and citizens at large to address cyber threats. Dr.
Massoud Amin will follow, synthesizing the essence of topics and associated learning
opportunities provided over the two-day event. Dr. Amin will also provide a thumbnail
view of the impact of cyber disruption on the state’s critical infrastructure, particularly
the electrical grids, so that we can keep in mind threats to all of us as we discuss,
collaborate, and envision defense structures needed to secure our interests in the
digital age we live in.

Opening Keynote: Cyber Threat Identification — Framing the Issue

Mikko Varpiola, Co-Founder and Test Suite
Developer #1, Codenomicon, Ltd.

9:30 - 10:15 a.m.

Day one of Cyber Security Summit 2012 derives its name from this important topic.
In this session, attendees will hear about the current state of identification of cyber
security threats in both the private and public sectors. Both sector's capabilities of
detection, minimization, and prevention of digital intrusions will be evaluated. This
presentation is designed to frame the issue for the audience, presenting a broad view
of the strengths and limitations of our current understanding of cyber security and
potential approaches that can bring all the stakeholders to the table for constructing
solutions.

Fayyaz Rajpari, CISSP, CCSK, GCIH, GCSW,
ITIL, MCSE, Core Security Architect, Symantec
Corporation

Andrew Borene, Esq., Executive Director,
Robotics Alley™

10:15 - 11:30 a.m.

Future Opportunities in Cyber Security

It is a well-accepted reality that security threats are becoming increasingly complex
and challenging to manage. As a result, strategic importance of securing data and
information requires thinking outside the box. Among others, we need to learn
more about threat landscapes, including Advanced Persistent Threats (APT);, what
challenges we can anticipate; and opportunities for innovation and new solutions.
While we are looking at best practices, a compelling need exists to also look at
technologies like robotics, hardware designs, software applications, etc.

Networking Break in Exhibit Hall
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11:30 a.m. — 12:30 p.m. Luncheon Keynote: Protecting our Children

This segment brings the rhetoric and theory of cyber security to the personal and
emotional level. Tina Meier, founder of the Megan Meier Foundation, has experienced
first-hand the tragedies of an unrestricted and unprotected cyber space. On October
16, 2006, Tina Meier's 13-year-old daughter Megan Taylor Meier took her own life

Tina Meier, Executive Director, The Megan Meier  after being cyberbullied. Tina has since traveled throughout the United States sharing

Foundation Megan's story, with the intent of raising awareness for internet safety and helping
one child at a time until bullying and cyberbullying are non-existent. Her presentation
seeks to ‘bring awareness, education and promote positive change to children,
parents, and educators in response to the ongoing bullying and cyberbullying in our
children’s daily environment.”

12:30 — 12:45 p.m. 2012 Kids Stay Safe Online Cyber Security Poster Award Presentation

The 2012 Kids Safe Online Poster Contest is an annual contest presented by the
Multi-State Information Sharing and Analysis Center (MS-ISAC). It encourages young
people to share with their peers, through messages and images, the importance of
staying safe online by using the internet safely and securely. 850 students from 12
states and one U.S. Territory participated in the contest in 2012. Carolyn Parnell, CIO,
State of Minnesota will be honoring the 2012 winner.

Carolyn Parnell, C/O, State of Minnesota

12:45 - 1:30 p.m. Networking Break in Exhibit Hall

1:30 - 3:00 p.m. Panel Discussion: Research to Reality

Moderator

. _ ) _ _ Cyber security is projected to be the fastest growing segment of the IT sector. This
Eric Kaler, President, University of Minnesota

session seeks to address challenges and barriers that all companies, from startups

Panelists 0 major corporations, face today in leveraging this growth. ‘Research to Reality” wi

t j ti face todayin | ging this growth. 'R h to Reality"” will
Brian Isle, PE, General Manager, Adventium focus on capturing the theoretical frameworks regarding cyber security and creating
Labs; Senior Fellow, Technological Leadership successful market products and solutions. The panel will address challenges as well
Institute, University of Minnesota as opportunities for business-minded researchers from idea, startup, seed money,
Bill Joll, President and CEO, ISC8 and development of a cyber security business product. A Q&A session will follow,

4 ’ : : o
Mac Lewis, CEO, FieldSolutions, inc. allowing for engagement from the audience. sponsored by UNISYS
3:00 - 3:20 p.m. Panelist Q&A

3:20 — 4:30 p.m. Closing Keynote: The FBI Approach to Cybersecurity

Hacktivists, BYOD, spies, legal regulations, Generation Y/Millennials, APT, cloud
services, and Anonymous are just some of the daily headaches that the FBI and other
government organizations are struggling with in the cyber security arena. The FBI is

Introduction by faced with several challenges unigue to law enforcement, such as the need to conduct
Avinash Prasad, General Manager, investigations and support national intelligence while protecting data integrity. In this
Enterprise Security Solutions, Wipro session, Mr. Reidy will share real-world examples of the how the world's premier law
enforcement agency is solving their cyber security challenges. He will outline the
enormity of the current threats to the FBI by reviewing and Sponsored b
Patrick Reidy, CISSP, (/SO providing details of the techniques being used to combat these P v
Federal Bureau of Investigation (FBI) threats. Mr. Reidy will also discuss how the FBI is reinventing its

cyber security program by being intelligence driven, threat
focused, and data centric in the face of rapidly shifting technology
and employee base.

4:30 - 6:00 p.m. Closing Reception in Exhibit Hall
www.CyberSecuritySummit.org | 19
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WEDNESDAY, OCTOBER 10, 2012:

7:30 - 8:00 a.m.

8:00 — 9:00 a.m.

INFORMATION SHARING + PRIVACY

Registration + Networking Breakfast in the Exhibit Hall

Opening Keynote: Security Intelligence Sharing

William Pelgrin, President and CEO, Center for
Internet Security; Founder and Chair, M5-ISAC

9:00 — 10:00 a.m.

This opening Keynote focuses on a topic which has been highly debated among policy
makers. Representing information sharing between the government and private
sector on cyber threats and federal compliance standards is William Pelgrin, Chair of
the Multi-State Information Sharing and Analysis Center (MS-ISAC). Mr. Pelgrin will
discuss the strategic value of collaboration and information sharing and how this
collaboration between and among the nation’s state, local, territorial governments,
with the traditional intel community is strengthening our collective cyber security
readiness and response posture.

Beyond US - Intelligence Sharing

Nick Selby, Police Officer and Managing Director,
N4Struct, Inc.

10:00 — 10:25 a.m.

10:25 - 11:40 a.m.

Organizations large and small find themselves deluged by data, and at the same
time, cultural, technical, and business practices have not changed to enable them
to leverage the data they have. This practical and pragmatic talk will discuss data
sharing techniqgues, tactics, and procedures that empower organizations to get the
most out of what data they have, and find new sources of it, to enable them to turn
their data to information and their information to knowledge. Presenting this topic
will be Nick Selby, a police officer who consults some of the largest police agencies on
intelligence, and the managing director of N4Struct, Inc., a cyber security consulting
firm providing cyber incident response services to Fortune 500 companies. Mr. Selby's
experience as an information security analyst spans more than ten years and includes
the establishment of the information security practice at industry analyst firm The
451 Group, and a faculty position on IANS research. His outlook on international cyber
security will provide the audience a unique global perspective on worldwide threat
assessment.

Networking Break in Exhibit Hall

Moderator
Christopher Buse, CPA, CISA, CISSP, /SO, State
of Minnesota

Panelists

lan Glazer, Research VP and Agenda Manager,
Gartner

James Ryan, MSEE, CEA, PMP, Managing Partner,
Litmus Logic, LLC

James Sheire, Senior Advisor, National Strategy
for Trusted Identities in Cyberspace (NSTIC),
United States Department of Commerce
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Panel Discussion: Trust in the Cloud — NSTIC and the Identity Ecosystem

The National Strategy for Trusted Identities in Cyberspace (NSTIC) is a White House
initiative calling for the private sector to collaborate on the creation of an ‘Identity
Ecosystem” where individuals can choose from multiple identity providers and
digital credentials for more convenient, secure, and privacy-enhancing transactions
anywhere online. NSTIC implementation has now shifted into high gear, with the
launch of the privately-led Identity Ecosystem Steering Group in August, as well as
the award of more than $10 million in pilots. Panelists will lay out the case for tackling
cloud identity via a public-private partnership and detail the ways in which you and
your organizations can and should participate in the coming months, including how
to leverage the funded pilot projects that offer innovation and best practices in the

Identity Ecosystem. Sponsored by DeIOitte



11:40 a.m. — 12:25 p.m.

1:10 — 2:40 p.m.

Moderator

Gary Eppinger, CISA, MBB/QA, C/SO, VP of IT
Security, Real Estate, Market Development,
Legal, and Pharmacy Services, SUPERVALU
Foods, Inc.

Panelists

Bill Aerts, CISSP, CISM, Director, Information Risk
Mangement, Medtronic

Wade Baker, Director, Research and Intelligence,
Verizon Business

Renee Lopez-Pineda, General Manager, IT, Delta
Air Lines, Inc.

Dwayne Melancon, CISA, ITIL, (7O, Tripwire, Inc.
Dave Notch, Former CISO, Thomson Reuters

Networking Break in Exhibit Hall

Panel Discussion: The Fortune 500 Perspective - How Companies Manage Sharing

This panel, consisting of leading Twin Cities CISOs of major companies, will discuss
challenges major companies are facing and strategies on how data sharing can help
in building strategies to develop industry solutions. Minnesota is home to 19 Fortune
500 companies, and the Twin Cities Metropolitan Area is a major economic hub. These
companies enjoy a large national presence as well as an international reach. With
this large footprint come cyber security vulnerabilities to a wide array of threats.
Audiences will gain unique insights of how large private sector actors have been
pioneering information sharing behind the scenes, a topic seldom addressed publicly.

2:40 - 3:10 p.m. Refreshment Break

3:10 — 4:20 p.m.

Closing Keynote: Creating a Safe, Secure, and Resilient Cyberspace

Mark Weatherford, CISSP, CISM, Deputy Under
Secretary for Cybersecurity, National Protection
and Programs Directorate (NPPD), Department
of Homeland Security

Cyber Security Summit 2012 will close with a Keynote Address by Mark Weatherford,
Deputy Undersecretary for the National Protection and Programs Directorate (NPPD).
Mr. Weatherford will provide a unique insight on current federal initiatives and
strategies to create a safe, secure, and resilient cyberspace. His presentation will
showcase his wealth of experience in managing information technology and cyber
security at the Federal, state, local, and private sector levels. The closing keynote will
culminate the Cyber Security Summit 2012 by reiterating the scope of cooperation
of the government, private sector, and citizens to protect our digital future and the
need for building a “Cyber Security Eco-System” in Minnesota, as envisioned by the
organizers of the 2012 Cyber Security Summit.

4:20 - 4:40 p.m. Summit Wrap-Up

Gopal Khanna, Chair, Cyber Security Summit
2012; Senior Fellow, Technological Leadership
Institute, University of Minnesota

Cyber Security Summit 2012 will wrap-up with Gopal Khanna, Chair of the Cyber
Security Summit, synthesizing all the relevant topics and issues discussed over the
two-day event, stressing the need for a bottom up, localized strategy in dealing with
cyber threats and response mechanisms.

www.CyberSecuritySummit.org | 21



SPONSORS + EXHIBITORS

Check Point Software Technologies Ltd.
EXHIBITOR
BOOTH 130

Check Point Software Technologies Ltd., the worldwide leader in
securing the Internet, provides customers with uncompromised
protection against all types of threats, reduces security complexity,
and lowers total cost of ownership. Check Point first pioneered
the industry with FireWall-1 and its patented stateful inspection
technology. Today, Check Point continues to develop new
innovations based on the Software Blade Architecture, providing
customers with flexible and simple solutions that can be fully
customized to meet the exact security needs of any organization.

Liz Cruz

800 Bridge Parkway

Redwood City, CA 94065

866.488.6691
wh_ebs@amadeus.us.checkpoint.com
www.checkpoint.com

Codenomicon, Ltd.
EXHIBITOR
BOOTH 129

&) CODENOMICON

Codenomicon finds security vulnerabilities others can't find.
Companies rely on Codenomicon'’s solutions to discover zero-day
vulnerabilities that cause Denial of Service (DoS) and data leakage
—the unknown vulnerabilities Advanced Persistent Threats exploit.
Customers include Alcatel-Lucent, AT&T, Cisco Systems, Microsoft,
Motorola, Google, Verizon, Nokia Siemens Networks, Huawei, and
T-Systems.

Bart Pestarino

12930 Saratoga Avenue, Suite B-1
Saratoga, CA 95070

408.414.7650
info@codenomicon.com
www.codenomicon.com
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Comcast Business Class @OmCGSt,
WIFI SPONSOR BUSINESS CLASS
BOOTH 125

Comcast's Business Class suite of services are designed to help
businesses work faster and more efficiently by providing them
access to a full array of communications technologies. Get reliable
Internet, Ethernet, Phone and TV services, complete with advanced
business solutions to help your team easily and seamlessly work
together. Designed to speed up your business, save you time and
money, and give you the edge to stay ahead of the competition.

Abbie Hill

9705 Data Park

Minnetonka, MN 55343
952.540.5482
abbie_hill@cable.comcast.com
www.business.comcast.com

Deloitte & Touche LLP
PANEL SPONSOR
BOOTH 109

Deloitte

Deloitte & Touche LLP provides audit and enterprise risk services
that help organizations build value by taking a Risk Intelligent
approach to managing financial, technology, and business risks.

Jason Newman

50 South 6th Street, Suite 2800
Minneapolis, MN 55402
Jjasnewman(@deloitte.com
612.397.4000
www.deloitte.com/us

ESPT IT
EXHIBITOR
BOOTH 117

Placing People First

ESP™ is a Minneapolis-based IT Consulting and Direct Hire
placement firm. Since 1968, our experienced staff has connected
thousands of IT professionals with the best contract, contract-to-
hire, and direct opportunities at leading companies. By delivering
candidates with the technical skills and culture that fit our clients
need, ESP' consistently exceeds expectations.

Denise Morelock

527 Marquette Ave, Suite 600
Minneapolis, MN 55402
612.337.9168
careers@esp.com
www.esp.com



SPONSORS + EXHIBITORS

The Event Group, Incorporated

Y

PRESENTING SPONSOR AND SUMMIT =&
EN

PRODUCER
BOOTH 102

Based in Minneapolis, MN, The Event Group is a full-service
event production and marketing agency focused on corporate
events, global marketing, production, and strategic planning. The
Event Group provides a fresh, innovative approach, blending its
enthusiasm and expertise with your corporate objectives, resulting
in strategic ROl executed brilliantly.

Doug Mroczkowski

2815 Wayzata Blvd
Minneapolis, MN 55405
763.548.1313
info@eventshows.com
www.PlanToAstound.com

FireEye
EXHIBITOR
BOOTH 126

FireEye is the leader in stopping advanced targeted attacks that
use advanced malware, zero-day exploits, and advanced persistent
threat (APT) tactics. The FireEye solutions supplement traditional
and next generation firewalls, IPS, anti-virus, and gateways, which
cannot stop advanced threats, leaving security holes in networks.
Based in Milpitas, California, FireEye is backed by premier financial
partners.

John Chase

St. Paul, MN
651.491.8952
Jjohn.chase@fireeye.com
www.fireeye.com

Cybersecurity. We're on it

Organizations are balancing new demands for security and privacy with performance and openness. And they're being asked
to do it in real time. That's why these organizations turn to Deloitte. We are relentless at getting to the core of an issue to help
manage risks, deter threats, and help government help America. Let's start now. Visit www.deloitte.com/us/securityservices.
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WHEN THE UNIVERSITY OF MINNESOTA CHOSE US...

~THEY KNEW WE COULD HANDLE EVERYTHING.




SPONSORS + EXHIBITORS

Information Systems Security
Association (ISSA)

EXHIBITOR

BOOTH 104

The Information Systems Security Association (ISSA)® is a not-
for-profit,
professionals and practitioners. It provides educational forums,

international organization of information security

publications, and peer interaction opportunities that enhance the
knowledge, skill, and professional growth of its members.

Bill Strub

1000 Westgate Drive, Suite 252
St. Paul, MN 55114
866.349.5818

WWW.[558.0rg
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cybersecurity,
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Intensity Analytics Corporation
EXHIBITOR
BOOTH 123

@analytics

Passwords don't protect. What does work is biometric
authentication. Intensity Analytics has three decades of experience
in the identity analytics world. Our software allows computers to
recognize their users by the cadence and habit of their typing or

gestures. It's a better way, available, and simply works. Try it!

Bethann Rome

PO Box 491

Warrenton, VA 20188
540.425.0707
brome@intensityanalytics.com
www.intensityanalytics.com

fOW

ISSA

formation System ciation

WWW.issa.org

Please join us! http://mn.issa.org
Linked|[;] Minnesota ISSA



SPONSORS + EXHIBITORS

The Khanna Group, LLC
PRESENTING SPONSOR
NOT ON EXHIBIT FLOOR

The Khanna Group, LLC

A management consulting firm, founded by Gopal Khanna, whose
work is focused on furthering innovation at the intersection of
technology, government, and business. The firm provides strategic
planning and enterprise operational restructuring solutions for
clients through a specialized team with expertise and extensive
experience in both the public and private sector.

Gopal Khanna

952.484.5123

gopal.khanna@gmail.com

Litmus Logic LITMUS LOGIC
EXHIBITOR RIGHT THINGS FAST

BOOTH 112

Litmus Logic is a leader in implementing game-changing cyber
defense and privacy strategies. Our expertise reaches beyond
vendor technology and into the worlds of strategy, policy, and
operations. By fusing knowledge within these traditionally
separate worlds, we enable clients to do right things fast, in spite
of complexity.

James Ryan

10623 Great Arbor Drive
Potomac, MD 20854
888.379.9940
info@LitmusLogic.com
www.litmuslogic.com

McAfee, Inc. .
BREAKFAST SPONSOR “y McAfee

An Intel Company
BOOTH 110

McAfee, a wholly owned subsidiary of Intel Corporation
(NASDAQ:INTC), is the world's largest dedicated security technology
company. Backed by Global Threat Intelligence, our solutions help
govern your network and data, protect sensitive information, meet
regulatory requirements, mitigate policy violations, and proactively
and continuously secure your network against known and emerging
threats.

Bill Rich

2821 Mission College Blvd
Santa Clara, CA 95054
469.556.8153
bill_rich@mcafee.com
www.mcafee.com/us
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Minneapolis/St. Paul .
Business Journal MINNEAPOLI ] T. PAUL

VIP RECEPTION SPONSOR BUSINESS OURNAL
NOT ON EXHIBIT FLOOR

Minneapolis/St. Paul Business Journal is your source for late
breaking, local business news. The Business Journal delivers
exclusive news and research about your clients and competitors,
vital market data, and valuable leads. Weekly in print, daily through
email, and continually on the web.

333 South 7th Street, Suite 350
Minneapolis, MN 55402
612.288.2100
twincities@bizjournals.com
www.bizjournals.com/twincities

EXtabITOR nets@

BOOTH 105 RISK COMPLIANCE SECURITY

NetSPl is a privately held information-security consulting company
founded in 2001. By using its consulting team's deep security
knowledge and its Correlated VM vulnerability management
and reporting solution, the company is a trusted advisor to large
enterprises. NetSPI provides a range of assessment and advisory
services designed to analyze and mitigate risks and ensure
compliance with relevant regulations and industry standards.
Clients include large financial services firms, retailers, healthcare
organizations, and technology companies.

Matt Stellmacher

800 Washington Ave. North, Suite 670
Minneapolis, MN 55401

612.465.8850
matt.stellmacher@netspi.com
www.netspi.com



Technological Leadership Institute Director
Envisions the Smart Grid

Dr. Massoud Amin is director of the University of Minnesota's Technological Leadership Institute,
an organization dedicated to forming connections between engineering, science, business and
technology. Amin, a professor of electrical and computer engineering, recently was listed as a mover
and a shaker in the smart grid industry by GreenTech Media. He is also chairman of the I[EEE Smart
Grid Newsletter. In an interview, Amin discusses the smart grid with Government Technology.

How do you envision the smart grid in the
next 10 years?

Scenarios for a smart grid vary wildly. But a common
understanding [is] that in the coming vears, electricity will play
a much greater role in global society. It is entirely possible that
nations, regions and cities that best implement new strategies
and infrastructure could reshuffle the world pecking order.
It's very possible that emerging markets could leapfrog other
nations in smart grid markets and deployment.

Global drivers for smart grid development and deployments
are multifaceted, and there are no cookie-cutter solutions.
The drivers are often created by local, regional and/or national
priorities, and drivers for advanced economies can differ from
those of developing ones. Motivations are also influenced by a
variety of factors in the larger macrosystem, such as standards,
technologies and policies.

What does it mean to have a sustainable
smart grid?

How can we have one? Smart grids have the potential to
substantially reduce energy consumption and CO2 emissions.
In fact CO2 emissions alone could be reduced by 58 percent in
2030, compared to 2005 emissions.

Microgrids that localities build to serve campuses, communities
and cities will contribute to smart grid sustainable benefits.
Microgrids are wonderful examples of the "think globally,
act locally” principle. They draw their energy from locally
available, preferably renewable resources. They use smart grid

technologies to continually monitor customer demand, and they
offer innovative pricing and other programs to manage the load
and encourage customers to conserve energy. The microgrid
ships any excess capacity back into the grid.

Why is it important for states and localities to
build a smart grid infrastructure?

I've mentioned the overloaded grid conditions we have today.
Yet the situation is certain to get much worse, especially with
the increasingly digital society. Twitter alone puts a demand of
2,500 megawatt hours per week on the grid that didn't exist
before. Because of increasing demand, experts believe that the
world's electricity supply will need to triple by 2050.

Does the smart grid need to have a self-
healing infrastructure?

It needs a self-healing infrastructure to ensure that [the]
power grid can continue to operate reliably for businesses and
consumers who depend on it. A smart grid that is overlaid with
the various sensors, communications, automation and control
features that allow it to deal with unforeseen events and
minimize their impacts will be resilient and secure. Not only can
a self-healing grid avoid or minimize blackouts and associated
costs, it can minimize the impacts of deliberate attempts by
terrorists or others to sabotage the power grid.

Article written by Karen Stewartson

Republished with the permission of:
www.govtech.com/technology/Massoud-Amin-Smart-Grid.htm/
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Nexum, Inc. () (]
EXHIBITOR QQQM Mean Security'
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BOOTH 108 P4

Nexum, Inc. is a cybersecurity and networking company that builds
and secures global networks for organizations across multiple
verticals around the world. Nexum delivers a holistic, value-based
approach that includes best-in-breed products, professional
services, Nexum-branded manufacturer support, authorized
training, and monitored and managed security services. At Nexum,
We Mean Security®.

Eric Rodriguez

190 South LaSalle, Suite 1450
Chicago, IL 60603
866.726.6901
erodriguez(@nexuminc.com
WWW.nexuminc.com

AM 1280 The Patriot @:m‘*lﬂz?o
CLOSING RECEPTION SPONSOR
BOOTH 122

AM 1280 The Patriot is the Twin Cities Intelligent radio station.
Since its launch in March of 2001 it has been a movement and the
voice of the silent majority. Our hosts include Bill Bennett, Dennis
Prager, Mike Gallagher, Michael Medved, Hugh Hewitt, and Mark
Levin. Patriot listeners are loyal, affluent, and influential.

Mike Murphy

2110 Cliff Road

Eagan, MN 55122
651.289.4418
mike.murphy@salemtc.com
www.am1280thepatriot.com

RJS Smart Security
EXHIBITOR
BOOTH 122

RJS Smart Security is based in Minneapolis, Minnesota and utilizes
a 'lean security” model to provide agile security consulting and
assistance, as well as sale and implementation of industry-leading
security products. RJS Smart Security is a subsidiary of RJS Software
Systems, a leading developer of document management software.

Josh Williams

2970 Judicial Road, Suite 100
Burnsville, MN 55337
888.757.7638
sales@rjssmartsecurity.com
www.rjssmartsecurity.com
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Robotics Alley
BREAKFAST SPONSOR
BOOTH 101

YoRGHCS aliey

Robotics Alley™ is an industry-led cluster initiative to spur public-
private partnerships in business, R&D, and policy for robotics and
automation systems. The Robotics Alley Conference & Exposition
in the Twin Cities is on pace to become one of the world's leading
robotics events. Join us November 15,2012 in Edina.

Andrew M. Borene, Esq.

7620 West 78th Street

Edina, MN 55439

952.935.5575 ext. 108
andrew.borene@reconrobotics.com
www.roboticsalley.org

Securonix
EXHIBITOR
BOOTH 115

Securonix is a security intelligence platform. It consumes identity,
activity, and access information from your critical applications

or existing security tools and identifies high-risk users, activity,
and access for focused, proactive management. The Securonix
platform uses powerful correlation, behavioral analytics, and
access risk analytics to continuously monitor your environment
for threats and provide actionable security intelligence.

Sharon Vardi

5777 W. Century Blvd, Suite 838
Los Angeles, CA 90045
310.641.7000
sales@securonix.com
WWW.securonix.com

Solutionary
EXHIBITOR
BOOTH 107

Solutionary reduces the information security and compliance
burden, delivering flexible managed security services that align with
client goals, enhancing organizations' existing security program,
infrastructure, and personnel and include global threat intelligence
from the Solutionary Engineering Research Team (SERT).

Marc Bulandr

9420 Underwood Ave, 3rd Floor
Omaha, NE 68114
402.361.3000
Info@solutionary.com
www.solutionary.com
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Thursday, November 15, 9 AM to 5:30 PM
Westin Edina Galleria Hotel, Edina, Minnesota

Register Now at RoboticsAlley.org!

. H. WILSON

H internationally known keynote speakers and more than a dozen
WI" your neXt Career’ other presenters in three robotics tracks: Business & Finance,
research program, Startup or Technology & Research, and Policy & Ethics. In addition, there
: : 1irc? will be a day-long exhibit of robotics technologies from PaR
InveStment be In rObOtlcs' Systems, ReconRobotics, Polaris, NPC Robotics, PRI Robotics
On November 15, more than 400 leaders in robotics research, and more than a dozen other organizations. Those seeking entry
design, business development, investment, law and policy will into the robotics industry will find everything they need, from
share their insights into the worldwide explosion of robotics partners in design and prototyping, to manufacturing, local
and autonomous systems at the second annual Robotics Alley packaging and international distribution. Hardware, software,
Expo and Symposium. Robotics Alley 2012 will be held at the chips, motors, specialist law firms, and leading partners from
Westin Hotel in Edina. The full-day conference will feature four the private sector and academia will also be on the expo floor.
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St. Cloud State University,
College of Science & Engineering
EXHIBITOR

BOOTH 103

St. Cloud State University offers both graduate and undergraduate
degrees in network security. The Master of Science in Information
Assurance (MSIA) program prepares professionals to work in a
variety of capacities both in management and technical fields, to
support and protect the nation's information infrastructure and
conduct advanced research.

Jen Foley

720 Fourth Avenue South
St. Cloud, MIN 56301
320.308.0121
www.stcloudstate.edu/cose

Symantec Corporation
CLOSING RECEPTION SPONSOR
BOOTH 121

Symantec provides security, storage and systems management
solutions to help our customers — from consumers and small
businesses to the largest global organizations secure and manage
their information-driven world against more risks at more points,
more completely and efficiently than any other company.

Lauren Lund

350 Ellis Street

Mountain View, CA 94043
800.721.3934
www.symantec.com

The Technological Leadership Institute
University of Minnesota

PRESENTING SPONSOR

BOOTH 119

TECHNOLOGICAL
LEADERSHIP INSTITUTE

UNIVERSITY OF MINNESOTA
Driven to Discover

The Technological Leadership Institute (TLI) was established as
an interdisciplinary center at the University of Minnesota with a
Honeywell Foundation endowment. TLI's programs are tailored
to empower executives and leaders in their strategic vision to
leverage technology to drive business development. TLI's mission
is to develop local and global leaders for technology enterprises.

290 McNamara Alumni Center
200 Oak Street SE
Minneapolis, MN 55455
612.624.5747

tli@umn.edu
www.tli.umn.edu
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Tripwire, Inc.
CLOSING RECEPTION SPONSOR
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Tripwire is a leading global provider of IT security solutions for
enterprises, government agencies, and service providers who
need to protect their sensitive data on critical infrastructure
from breaches, vulnerabilities, and threats. Thousands of
customers rely on Tripwire's critical security controls like security
configuration management, file integrity monitoring, log, and event
management. The Tripwire VIA™ platform of integrated controls
provides unprecedented visibility and intelligence into business
risk while automating complex and manual tasks, enabling
organizations to better achieve continuous compliance, mitigate
business risk, and help ensure operational control. Learn more at
www.tripwire.com or follow us @Tripwirelnc on Twitter.

Courtney Webber

107 SW Main Street, Suite 1500
Portland, OR 97204
503.276.7500
sales@tripwire.com
www.tripwire.com

Tufin Technologies
EXHIBITOR
BOOTH 120

Tufin™ is the leading provider of Security Policy Management
solutions that enable companies to cost-effectively manage their
firewall, switch and router policies, reduce security risks, and ensure
Continuous Compliance. Founded in 2005, Tufin serves more than
900 customers and partners with Check Point, Cisco, Juniper
Networks, Palo Alto Networks, Fortinet, F5, Blue Coat, McAfee, and
BMC Software.

Steve Moscarelli
Minneapolis, MN
612.564.6904
steven@tufin.com
www.tufin.com
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Unisys
PANEL SPONSOR
BOOTH 111

UNISYS

Unisys is a worldwide information technology company providing a
portfolio of IT services, software, and technology that solves critical
problems for clients. We specialize in helping clients secure their
operations, increase the efficiency and utilization of their data
centers, enhance support to their end users, and modernize their
enterprise applications. Unisys serves commercial organizations
and government agencies throughout the world.

Dan Browning

3199 Pilot Knob Road

Eagan, MIN 55121
651.687.2456
daniel.browning@unisys.com
WWw.unisys.com

Varonis Systems
EXHIBITOR
BOOTH 106

Varonis is the leading provider of comprehensive data governance
software with installations worldwide that span firms in financial
services, government, healthcare, energy, media, education,
manufacturing and technology. Varonis gives organizations
visibility and control over their data, ensuring only the right users
have access to the right data at all times.

Ben Walcker

St. Paul, MN
651.777.7545
bwalcker@varonis.com
WWWw.varonis.com

Disruptive
/diserup-tive/
adjective

1. characterized by unrest or disorder, as in Disruptive IT trends on

the horizon

Syn: cloud computing, mobile devices, social computing, IT appliances,

IT consumerization, cybersecurity

Learn more at:

http://www.disruptiveittrends.com/trends/cloud

UNISYS
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Wipro
PREMIER SPONSOR
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Applying Thought

WIPRO ‘

Wipro's Enterprise Security Solutions (ESS) practice delivers
integrated end-to-end security and compliance solutions globally
across a multitude of industry verticals. Wipro ESS addresses key
challenges enterprises face with improving the agility of information
security and compliance programs to cope up with ever-changing
business and IT risks.

Avinash Prasad
855.488.7333 (toll free)
www.wipro.com/security

~ R IT
\_) Helping our clients find their greatest assets...
) people.

Placing People First

Project Managers Security Analysts/Engineers
Network Engineers IT Executives & Managers
QA/Testers Business/Systems Analysts
Software Engineers  Database Administrators

Web Developers IT Architects

Direct Hire | Consulting | Contract-to-hire

www.esp.com | 612.337.3000




Cyber Security — “Know what you don't know

about what is happening in your network

As the frontiers of cyber security keep
expanding for the connected enterprises
of today, certain facts are worth noticing
about the challenges posed by the currently
prevalent threats. For example, the new
kind of attacks like '‘Advanced evasion
techniques’ have raised the bar on the
need for gathering real-time intelligence
and threat mapping in the network. As
an instance, 85% of breaches took weeks
or more to discover in 2012* and only 2%
of all organizations detected their breach
in an internal pro-active manner. Larger
organizations fared slightly better with 16%.*

Hence while the need for visibility and cogent
analytics for ‘events of interest'is increasing,
the challenge is to build a technology
solution and operations framework which
shows you the extent of these enterprise
‘blind spots”. This point of view brings out
the value of what we have called ‘Know
what you don't know" in a security context.
This is as much about the security visibility
of the underbelly of your network and
systems as it is about developing more
cognizance in an incremental manner
about the unknowns across your network.

In more practical terms, SIEM (Security
information and event management)
developed as an excellent solution for
the enterprise security teams to identify
majority of the known threat patterns in

near real-time. This in turn helped develop
a more-correlated security perspective
through information gathering and analysis
from disparate sources. However, SIEM is
now seen as in-efficient to determine the
unknown threat patterns or what it doesn't
know. The SIEM approach is that of using
a data reduction model where only data
relevant to the defined use-cases is pumped
into the engine; there were performance
issues also in handling large data volumes.

But fundamentally, since prevention is better
than cure; there is a need felt to better
understand the gaps and unknowns in the
security and model defense model, which
can help to focus efforts on these areas. The
question arises, how do weimprove our chances
of detecting a breach at an early stage? Certain
thoughts are presented below as samples.

Based on the information being gathered
through engines like SIEM Intelligent
reporting and reviews of these reports by
knowledgeable domain experts can facilitate
early breach detection and reduce the area of
unknowns for a regular L1 security analyst.

However, infrastructure, user and data
base lining can make security analytics
much sharper e.g. identification of critical
infrastructure to be protected; gathering
supporting information around these like
user profile and privileges, data sensitivity and

Avinash Prasad
General Manager
Enterprise Security Solutions, Wipro

classification etc. To get accurate security
posture information, there is a need to look
at more such sources of security information
and examine each source in-depth.
Feeding the same into security reports
supported by expert analysis and additional
context can help derive more intelligence
to drive security decisions and actions.

These views also tie in directly to the key
pillars of the ‘Big Data' phenomenon, namely
the existence of large data sets of highly
diverse data types, from which key insights
may be quickly gleaned. This can lead security
organizations directly into the opportunity
of Big Data utilization now. Building such
intelligent reports can be the baby steps
towards implementing a comprehensive
Security Analytics solution. These are some
of the aspects involved in building the
knowledge about the ‘'unknowns'and reduce
that gray zone in the security environment.

* 2012 Data Breach Investigations Report
— Verizon Business Systems

By Avinash Prasad, General Manager,
Enterprise Security Solutions, Wipro
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NEW! Quarterly Cyber Security Round Table Discussions in 2013

Continue the conversation throughout the year at Cyber Security Round Table
Discussions which will focus on targeted issues within the industry.

Sample topics include:
» Critical Infrastructure

s

» Privacy and Piracy
» Congressional Legislative Agenda
» Digital ID

More information available soon online at www.CyberSecuritySummit.org



Technically Speaking:
Leadership in Action

Connect, Engage, Discover

Technically Speaking brings together today’s leading thinkers in
business, science and technology. Designed to share ideas, inspire
and teach, the series features interactive presentations by leading
experts in the public and private sector. Covering a wide range of
topics, Technically Speaking provides an exciting opportunity for those
in the business technology community to gain valuable knowledge and
insight on a wide range of topics while connecting with industry peers.

TECHNOLOGICAL
LEADERSHIP INSTITUTE

UNIVERSITY OF MINNESOTA
Driven to Discover

Don’t miss out on our upcoming speaker events!

Visit us online at z.umn.edu/techspeak
to learn more or register for an upcoming event.
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INTEGRATED END-TO-END
SECURITY SOLUTIONS

DO BUSINESS BETTER
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