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2012: The Debate on Capitol Hill 

Key	Pillars:	
1.  Cri@cal	Infrastructure	
2.  Informa@on	Sharing	
3.  Role	of	DHS	
4.  Data	Breach	Repor@ng	



The Interest Groups 

•  Standards	will	raise	
cost	to	aUackers	

•  Anonymize	info		
•  Only	share	with	
civilian	agencies		

•  Mandates	will	
hurt	boUom	line	

Federal	
Government	

Privacy	&	Civil	
Liber@es	
Advocates	

Business	
(Chamber	of	
Commerce)	



Securing Critical Infrastructure 

Stakeholder	 CSA	2012	v.1	
(Senate)	

CSA	2012	v.2	
(Senate)	

“Market	
Version”	(House)	

Federal	
Government	

Privacy/Civil	
Liber@es	

Business	



Feb 2013: POTUS Responds with an Executive 
Order 

Policy	Results:	
§  “Industry-led,	government	
facilitated”	best	prac@ces	
(NIST	Framework)	

§  Increase	USG	à	Industry	Info	
Sharing	

§  Privacy	&	Civil	Liber@es	
Oversight	



2014: NIST Cybersecurity 
Framework 
•  Outlines	broad	standards	for	cybersecurity	
•  Tech-neutral,	flexible	for	different	businesses	

•  Adopted	by	30+	countries		

•  Most	CI	providers	in	US	”adop'ng”	but	each	

doing	it	differently	

•  Good	base	à	but	not	good	for	regula'on	or	

mandates	



December 2015: Passage of CISA 

Stakeholder	 Approve?	

Federal	
Government	
Privacy-Civil	
Liber@es	
Business	

									/	

•  Voluntary	info	sharing:	industry	
à	government	

•  No	PII	or	info	“irrelevant	to	
cybersecurity”		

•  Remaining	PII	can	be	used	to	
prosecute	cybercrime		
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Setting Rules of the Road 
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2015: Info Sharing + Sanctions 

§  February:	Development	of	info	sharing	and	analysis	
organiza@ons	(ISAOs)	
§ Streamline	classified	info	sharing	

§ April:	Authorizes	sanc@ons	to	be	put	in	place	
against	malicious	cyber-enabled	ac@vity	vs:	
§ Cri@cal	Infrastructure	
§ Disrup@on	to	computer	network	
§ Economically-mo@vated	cyber	espionage	



Feb 2016: Cyber National 
Action Plan 

§  Creates	cyber	commission	
+	Federal	CISO	

§  DHS	lead	in	private	sector	
cyber	

§  Plans	to	modernize	federal	
IT	

§ Mandates	federal	incident	
response	



Cyber National Action Plan 

$19	billion	in	FY17	budget	(35%	
increase)	à	CNAP	dead	on	arrival?	



PPD-41: Cyber Incident Response 
IMPACT	 None	 Unlikely	 Some	 Likely	 Significant	 Imminent	

Threat	

LEVEL	 0	 1	 2	 3	 4	 5	
Government	
Response	

No	government	
response	

Asset	
Response	

Unified	Coordina'on	
Group	(UCG)	

Threat	Response	

Intelligenc
e	Support	



So where does that leave industry? 

§ Discovery	of	malicious	breach	188	days	
§  81%	of	vic@ms	do	not	discover	themselves	
§ AUacker’s	ROI	for	exploit	kit	à	1,425%	

§  FBI	under-resourced	
§  Fear	of	liability	



Cyberspace is still the “Wild West” 

à	Passive	defense	is	not	sufficient	in	all	cases	



Active Cyber Defense Spectrum 
LEVEL	OF	
SEVERITY	

TYPE	 DESCRIPTION	

1	
	

Intelligence	Gathering	 Ex-ante	gathering,	online	forums,	reverse-
engineer	exploits	

2	 Ac@ve	Defense	Measures/
Mi@ga@on	

Sandbox,	honeynet,	monitor	traffic,	beacon	files	

3	 Inves@ga@on/AUribu@on	 Trace	IP,	fingerprint	servers,	infiltrate	
underground	markets,	hop	points,	hacking	email	
accounts/C2	nodes	

4	 ”Hacking	Back”	/	
Retaliatory	Measures	

Destruc@ve	aUacks,	sinkhole	

à	What	does	the	Computer	
Fraud	and	Abuse	Act	allow?	
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What’s Next? 

•  Inaccessible	Data	
• Are	We	Keeping	Pace	with	Threats?	

•  Interference	in	U.S.	elec'ons	
• Divided	Congress	

• And	a	new	administra'on…	



“Going Dark”/Encryption Debate 

Security	

Security	



Encryption Debate 



Secure Messaging Apps 



Microsoft Ireland Case 



Are We Keeping Pace? 



Hacking As Political Interference 



Divided Congress and 2016 



Ways To Move Forward 

§  Develop	new	tools	to	hold	malicious	actors	accountable	

§  Clarify	liability	when	companies	defend	themselves	

§  Protect	small	businesses	that	can’t	afford	good	security	
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