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Executive Orders (EO), Presidential Policy Directives,
and Framework to Strengthen Critical Infrastructure
Cybersecurity

EO 13636 (Feb 2013) —> NIST Voluntary Framework (Feb 2014) v1.1 in Draft

Jan. 10,
2017

PPD 21 (Feb 2013)

e EO 13691 (Feb 2015) — establishment of Information Sharing and Analysis
Organizations (ISAO)

 EO 13800, "Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure” May 17, 2017
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Informational Tech/Operational Tech

Operational Technology Information Technology
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Schematic of a condensing furnace.

Internet-Connected Operational Technology
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FDA’s Regulatory Scope
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The Active Adversary, A Fine Wine [g&

Move over, Mirai
The attacks are a variation

dlS TECHNICA «

BRICKELODEON —

Rash of in-the-wild attacks permanently on those mounted by Mirai,
destroys poorly secured IoT devices a botnet made up of

Ongoing "BrickerBot" attacks might be trying to kill devices before they can join a botnet. n etWO r k cameras ’ d |g | ta |
video recorders, and other

so-called Internet-of-things
devices. The point of Mirai is
to build an army of devices
that
cripple prominent websites
with
record-setting distributed
DoS attacks. The motivation
for the PDoS attacks remains
unclear, in part because
BrickerBot.2 attacked a
much wider variety of
e L e storage devices—including
PDOS atack bors (hort fo “permanent enialf-service’) can the Iterne for Linu based those used by servers—
www.fda.gov rather than storage used
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Intended Use + Misuse

http://hackaday.com/2015/09/07/brick-laying-robot-does-it-better/

http://www.technologyvista.in/pin/here-comes-the-brick-laying-robot-to-make-
buildings/ 6



Features:

What a Device
MUST Do...

Thou, shall not
under or over

SafEty: deIivertherapy!I;,i‘é’
What a Device g
MUST NOT do



Postmarket Cybersecurity Risk
Assessment
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Device Lifecycle: Ecosystem Challenges
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Empathy and Collaboration

From EO 13636

“We can achieve
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HOW CEO SATYA NADELLA USED
EMPATHY AND COLLABORATION T0 ENGINEER
A $200 BILLIUN TURNAROUND

improve cybersecurity
information sharing
and collaboratively
develop and
implement risk-based
standards.”

HOW CEO SATYA NADELLA USED

EMPATHY AND COLLABORATION 10 ENGINEER

A §250 BILLION TURNAROUND
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FDA’s Approach to Cybersecurity

Product-Specific Safety Comm
2016

2017

2015 ‘ 15t Cybersecurity WL

‘ Draft and Final Postmarket
Guidance
2014 Public Workshop
5 MOU with NH-ISAC/MDISS

Product-Specific Safety Comm
Build Ecosystem/Collaboration
2013

O Final Premarket Guidance
MOU with NH-ISAC
Public Worksho . :
Executive Orders P 2005: Issued guidance gy

. 2008: Halpern, et.al. fapern sl - Shorteating

FDA Safety Commur-ncatlon 2009: Issued safety communication

Draft Premarket Guidance 2011: “Hacking” of implantable insulin pump (Radcliffe)
Begin Coordination with DHS 2012: First recall of vulnerable software (Roche - PC
Recognize Standards Anywhere)

Establish Incident Response Team 2013: Recall of TNS-listener (Roche)
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Questions?

Contacts:

CDRH mailbox,
AskMedCyberWorkshop@fda.hhs.gov
Suzanne Schwartz, Suzanne.Schwartz@fda.hhs.gov

Aftin Ross, aftin.ross@fda.hhs.gov
Seth Carmody, seth.carmody@fda.hhs.gov
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