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The Infrastructure Challenge 

Will today’s national and local 
infrastructure systems be left behind as 

a relic of the 20th century, or become the  
critical infrastructure supporting the digital  

society, a self-healing infrastructure? 
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Why systems fail? 
z  Natural hazards 

z  Malevolent acts 

z  Wearout and breakdown  

z  Human error 

z  Close-coupling of system elements  

z  Focus on a single outcome 
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There are many challenges facing 
the energy and power infrastructure 
•  Severe Weather Events 
•  Physical and Cyber attacks 
•  Aging Assets 
•  Dependencies and inter-relationships with 

other infrastructures (gas, 
telecommunications, etc.) 

•  Market and Policy including recovery of 
investments 

 

Source:	IEEE	report	to	the	U.S.	DOE	for	the	White	House’s	Quadrennial	Energy	
Review	(QER)	to	guide	U.S.	energy	policy.	See	Chapter	4,	on	implicaHons	and	

importance	of	aging	infrastructure	and	the	opHons	for	addressing	them:		
hIp://www.ieee-pes.org/final-ieee-report-to-doe-qer-on-priority-issues	
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Electric Power Infrastructure:  
Interdependencies, Security, and Resilience  

•  Presidential Policy Directive 21: “Energy and 
communications infrastructure especially critical 
because of their enabling functions across all critical 
infrastructure areas” 

 
•  DOE: “A resilient electric grid… is arguably the most 

complex and critical infrastructure.”  
 

The vast networks of 
electrification are the greatest 
engineering achievement of the 
20th century 
     – U.S. National Academy of Engineering 
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Grid	Resiliency	
•  Cost	of	Major	Outages	
•  Public	Safety	&	Security	
•  CriHcal	Infrastructure	ProtecHon	
•  Physical		vulnerability	

 Equipment with gunshot damage 

Industry Drivers 
Physical	Vulnerability	
•  Transmission	Equipment		
•  System	-	SelecHng	criHcal	

substaHons	
•  Standards	

Source:	IEEE	report	to	the	U.S.	DOE	for	the	White	House’s	Quadrennial	Energy	
Review	(QER)	to	guide	U.S.	energy	policy.	See	Chapter	4,	on	implicaHons	and	

importance	of	aging	infrastructure	and	the	opHons	for	addressing	them:		
hIp://www.ieee-pes.org/final-ieee-report-to-doe-qer-on-priority-issues	
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Katrina 
08.29.05 

Camille 
08.17.69 

Meridian 90 55 

Hattiesburg 110 

Gulfport 140 190 

Peak	Wind	Speed	
Comparison	(MPH)	Camille 

Katrina 

Source: Bill Ball, 
Southern Company 
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971,000 
MPC - 100% Loss 
APC - 49% Loss 

APC, Gulf, GPC 

2 weeks 

MS/LA State Line 

NNE at 15 MPH 
Strengthening & 

Expanding at Landfall 

125 miles 

35-40’ 
140 / 180 mph 

Category 4 

08.29.05 
KATRINA 

15 days 

APC 

MPC - 77% Loss 

104,000* 

NNW at 15 MPH  
Sustaining at 

Landfall 

60 miles 

20-28’ 
190 / 220 mph 

Category 5 

Waveland/BSL, MS 

08.17.69 
CAMILLE 

System Outages  
System Companies 

Most Affected 

Others Impacted 
Service 

Restoration 

Landfall 

Forward Motion 

Hurricane Winds 
(Size of Storm) 

Tidal Surge (Maximum) 

Wind Speed/Gusts 

Category at Landfall 

Landfall Date  

2 weeks 

MPC, GPC 

Gulf  - 90% Loss 
APC - 65% Loss 

1.7 million 

NNE at 12 MPH  
Weakening at 

Landfall 

35-40 miles 

10-15’ 
115 / 135 mph 

Category 3 

Eastern Mobile Bay 

09.16.04 
IVAN 



Cyber Security Summit  |  October 23-25, 2017  |  Minneapolis, MN  |  cybersecuritysummit.org 
© 2017 Regents of the University of Minnesota. All rights reserved worldwide. No part of this presentation may be reproduced in any form without prior 

authorization. 

Example: Fire under the 500 kV Lines 
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Example: Midway – Vincent 500 kV line tower damage 
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Midway – Vincent 500 kV line damage 
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Vincent Substation before Transformer Explosion & Fire 

Source CA-ISO 
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500	/	230	kV	Transformer	Explosion	&	Fire:	Vincent	SubstaCon	

Source CA-ISO 
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Context:	Threats	to	Security		
Sources	of	Vulnerability	

 
Intentional  
human acts 

 
Network 

   Market 

Informatio
n & 
decisions 

 
Natural calamities 

Internal 
Sources 

External 
Sources 

Communicatio
n 
Systems 

• 	Transformer,	line	reactors,	series	
capacitors,	transmission	lines...	
• 	ProtecHon	of	ALL	the	widely	diverse	
			and	dispersed	assets	is	impracHcal	
	-	202,835	miles	of	HV	lines	(>230	kV)	
	-	6,644	transformers	in	Eastern	Intercon.	
• 	Control	Centers	
• 	Interdependence:	Gas	pipelines,	
compressor	staHons,	etc.;	Dams;	Rail	lines;	
Telecom	–	monitoring	&	control	of	system	
• 	CombinaHons	of	the	above	and	more	
using	a	variety	of	weapons:	
• Truck	bombs;	Small	airplanes;	Gun	shots	
–	line	insulators,	transformers;	more	
sophisHcated	modes	of	aIack…	

• 	EMP	
• 	Hijacking	of	control	
• 	Biological	contaminaHon	(real	or	threat)	
• 	Over-reacHon	to	isolated	incidents	or		threats	
• 	Internet	AIacks	–	>	120,000	hits	a	day	at	an		ISO	
• 	Storms,	Earthquakes,	Forest	fires	&	grass	land	fires	
• 	Loss	of	major	equipment	–	especially	transformers…	
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Real world solutions may be elusive 

Multiple 
Hazard 

Spectrum 

Functionality 
and 

Mission Objectives 

Cost 

Life Safety 
Issues 

Business 
Contingency 

Planning 

“Success 
Zone” 
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Modern society depends on a secure and 
reliable energy and power infrastructure  
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Interface	of	Smart	Grid	and	Microgrids	Smart	Grid:	OpHons,	Costs	and	Benefits	

•   Fossil Fuel 
•   Long Distance Central Station 
•   An Aging Infrastructure 
•   Out of Capacity 

•   Renewable Power 
•   On-site   
•   Zero Energy Building 
•   Smart Grid 
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CIP	programs	in	the	industry	
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Holistic Asset Management 

•  As	system	ages,	operaHng	cost	increases	and	
reliability	decrease	-	limited	resources	for	
wholesale	replacements	

•  How	to	manage	Smart	Grid	assets?	

•  Need	for	sound	strategy	for	controlling	the	
symptoms	of	aging	within	the	uHlity's	overall	
business	plan	-	maintain	accepted	levels	of	
performance	(Metrics!)	

System  
Reliability & 
Capability 

Business Goals 

Capital/O&M 
Budgets 

Aging 
Infrastructure 

Grid 
Hardening 

Asset	management:	
Predictability	of	Cost								

&	Reliability	

Average systems 40 to 60 years old 
25% of electric infrastructure is of an age and situation where 

condition is a concern   
Demand for maintenance double over the next 10-20 y 



Cyber Security Summit  |  October 23-25, 2017  |  Minneapolis, MN  |  cybersecuritysummit.org 
© 2017 Regents of the University of Minnesota. All rights reserved worldwide. No part of this presentation may be reproduced in any form without prior 

authorization. 

Examples of Smart Grid Technologies & Systems  
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Smart Grid: Tsunami of Data Developing 
New	devices	in	the	home	

enabled	by	the	smart	meter	

You	are	here.	

AMI		Deployment	

Programmable	
CommunicaCng	Thermostat	
Come	On-line	

DistribuCon	Management	
Rollout	

Mobile	Data	Goes	Live	

RTU	Upgrade	

GIS	System	Deployment	

OMS	Upgrade	

DistribuCon	AutomaCon	

SubstaCon	AutomaCon	System	

Workforce	Management	Project	

Time	

An
nu

al
	R
at
e	
of
	D
at
a	
In
ta
ke
	

200	TB	

400	TB	

600	TB	

800	TB	

Tremendous	amount	of	data	coming	from	the	field	in	the	near	future	
-	paradigm	shi\	for	how	uCliCes	operate	and	maintain	the	grid	
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Battery 
Powered 
1B Water Meters 
1B Gas Meters 
 
 

Industry Needs to Connect 50 Billion Devices by 2020 
An unsolved problem costing billions per year in wasted resources 

requires radically improved wireless performance and lower cost 

©	On-Ramp	Wireless,	Inc.	All	rights	reserved.	

Underground 
Millions of miles of Pipelines & Circuits 

In Vaults 
100M meters 

Indoors 
1B sensors 
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PrioriCzaCon:		Security	Index	

General Corporate culture 
Security Program 
Employees 
Emergency and threat response capability 

Physical Requirements for facilities, equipment and lines of 
communication 
Protection of sensitive information 

Cyber 
and IT 

Protection of wired and wireless networks 

Firewall assessments 

Process control system security assessments 
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Assessment	&	PrioriCzaCon:		
A	Composite	Spider	Diagram	to	Display	Security	Indices	
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A	“Be_er”	Connected	Interdependent	Smart	Grid 

Resource-sharing	cloud	data	centers	provides	an	
effecCve	IT	plaborm	for	business	applicaCons	like	
BI,	Big	Data,	decision	support	&	analyCcs;	

Fast	and	robust	backbone	network	,	flexible	and	
converged	access	network	offers	ubiquitous	
access	to	smart	devices,	achieving	real-Cme	bi-
direcConal	interacCon	

With	rich	interface	the	IoT	gateway	implements	
high-speed	two-way	interconnecCon	for	
intelligent	meters,	sensors,	and	controllers	
everywhere,	providing	communicaCon	channel	to	
an	open	M2M	plaborm	

Grid	data	sharing	

Agile	communicaCon	networks	

Be_er-connected	smart	terminals	

InformaCon	Flow	

IoT technology  

Cloud Computing& 

Big Data Platform 

Agile 

Network 

Energy	Flow	
Business	Flow	
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Technology	Development,	TransiCon	and	
ImplementaCon:	…	the	really	hard	part	

2. Transmission Grid

3. “Smart” Self-Healing Grid

4. Electricity Market Grid

5. Ownership/Investor Grid

6. Regulatory Grid

1. Customers Grid
Demand/ResponseReliable

Delivery

Economic
Dispatch

FACTS
Control

Self-Healing

Investment Signals

Standard Market Design

©	2003	K E E 	Intl.

S even	Dynamic ally	Interac ting 	G ridsS even	Dynamic ally	Interac ting 	G ridsS even	Dynamic ally	Interac ting 	G rids
Rev 2.2

7. Economy Grid

Natural Gas Prices

2. Transmission Grid

3. “Smart” Self-Healing Grid

4. Electricity Market Grid

5. Ownership/Investor Grid

6. Regulatory Grid

1. Customers Grid
Demand/ResponseReliable

Delivery

Economic
Dispatch

FACTS
Control

Self-Healing

Investment Signals

Standard Market Design

©	2003	K E E 	Intl.

S even	Dynamic ally	Interac ting 	G ridsS even	Dynamic ally	Interac ting 	G ridsS even	Dynamic ally	Interac ting 	G rids
Rev 2.2

7. Economy Grid

Natural Gas Prices

•  STEM-based R&D to enable 
secure, efficient, resilient 
and adaptive infrastructure  

• Markets and Policy 
framework, implementation, 
and evaluation 

• Wind-tunnel testing of 
designs, markets and policy 

• Making the business case for 
the opportunity 

• Decision Support 
Dashboard: Have a plan … 
Metics .. Foresight…  
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Critical Infrastructure Interdependencies 
Security, Efficiency, and Resilience 
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Resiliency	Metrics	

33	
Source:	Forthcoming	“Enhancing	the	Resilience	of	the	NaHon's	Electricity	System,”	NAP,	2017	
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•  Smarter transportation 
Stockholm, Dublin, Singapore and Brisbane are working with 
IBM - smart systems ranging from predictive tools to smart cards 
to congestion charging in order to reduce traffic and pollution. 

•  Smarter policing and emergency response 
New York, Syracuse, Santa Barbara and St. Louis are using data 
analytics, wireless and video surveillance capabilities to 
strengthen crime fighting and the coordination of emergency 
response units. 

•  Smarter power and water management 
Local government agencies, farmers and ranchers in the 
Paraguay-Paraná River basin to understand the factors that can 
help to safeguard the quality and availability of the water system. 
Malta has a smart grid that links the power and water systems, 
and will detect leakages, allow for variable pricing and provide 
more control to consumers. Ultimately, it will enable this island 
country to replace fossil fuels with sustainable energy sources. 

•  Smarter governance 
Albuquerque is using a business intelligence solution to 
automate data sharing among its 7,000 employees in more than 
20 departments, so every employee gets a single version of the 
truth. It has realized cost savings of almost 2,000%. 

Source:	IBM	and	Economist		

Smarter about education, safety, energy, 
water, food, transp., e-gov. Innovative Cities:  
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The	Connected	City:	Trends	and	
Developments	Driving	Smart	City	InnovaCon	
“The Connected City: Trends and 
Developments Driving Smart City 
Innovation,” produced by MIT 
Technology Review and IEEE 
Collabratec: 
 
… vision, efficient use of technology, 
an environment that attracts a 
talented workforce, and an enabling 
infrastructure…  
 

Powering Progress 
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I-35W	bridge	
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To improve the future 
and avoid a repetition 
of the past:  
 
Sensors built in to the 
I-35W bridge at less 
than 0.5% total cost by 
TLI alumni 



Cyber Security Summit  |  October 23-25, 2017  |  Minneapolis, MN  |  cybersecuritysummit.org 
© 2017 Regents of the University of Minnesota. All rights reserved worldwide. No part of this presentation may be reproduced in any form without prior 

authorization. 

Not Just Utilities … Our Role in Minnesota: 
2015 MN2050 Survey 

•  Asset’s Value: 
– Assets managed 

		 		 		 2015	Values			 		
		 Small	City	 Large	City	 County	 State	 Total	
Roads	 $4,174,022,424	 $10,517,476,430	 $27,647,815,260	 $29,338,312,840	 $71,677,626,954	

Bridges	 $1,151,894,172	 $807,350,570	 $1,456,009,206	 $6,592,940,562	 $10,008,194,510	

Transit	 $0	 $0	 $0	 $0	 $0	

Traffic	 $14,168,440	 $138,820,460	 $59,985,398	 $0	 $212,974,298	

Buildings	 $7,583,657,510	 $13,724,959,690	 $4,869,723,674	 $501,696,056	 $26,680,036,930	

Water	 $1,499,020,952	 $6,279,799,230	 $0	 $0	 $7,778,820,182	

Waste	Water	 $1,704,463,332	 $4,244,983,540	 $0	 $6,494,782,638	 $12,444,229,510	

Storm	sewer	 $0	 $2,085,960,070	 $0	 $0	 $2,085,960,070	

Storm	ponds	 $150,185,464	 $65,757,060	 $5,453,218	 $0	 $221,395,742	

Airports	 $1,240,446,922	 $1,344,366,560	 $0	 $0	 $2,584,813,482	

Ports	 $0	 $0	 $0	 $0	 $0	

Rail	 $0	 $0	 $3,173,772,876	 $0	 $3,173,772,876	

Electrical	 $0	 $10,564,967,640	 $0	 $0	 $10,564,967,640	

Solid	Waste	 $0	 $94,982,420	 $796,169,828	 $0	 $891,152,248	

Natural	Gas	 $2,056,549,066	 $2,747,183,840	 $0	 $0	 $4,803,732,906	

		 		 		 		 		 		

Total	 $19.5B	 $52.6B	 $38.0B	 $42.9B	 $153B	
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Not Just Utilities … Our Role in Minnesota: 

2015 MN2050 Survey 
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z  Anticipate 

z  Plan 
z  Implement 

Providing reliable and resilient systems 
 requires organizations that can 

z  Adapt and improvise 



Cyber Security Summit  |  October 23-25, 2017  |  Minneapolis, MN  |  cybersecuritysummit.org 
© 2017 Regents of the University of Minnesota. All rights reserved worldwide. No part of this presentation may be reproduced in any form without prior 

authorization. 

CoordinaCon	and	CommunicaCon:		

Source:	Forthcoming	
“Enhancing	the	Resilience	of	
the	NaHon's	Electricity	
System,”	NAP,	2017	



Cyber Security Summit  |  October 23-25, 2017  |  Minneapolis, MN  |  cybersecuritysummit.org 
© 2017 Regents of the University of Minnesota. All rights reserved worldwide. No part of this presentation may be reproduced in any form without prior 

authorization. 

Connection Machine 2 

Fast	Power	Systems	Risk	Assessment	
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Use Nvidia GeForce GPU card to gain 15 times faster 
power flow calculation on PC 

CRAY Supercomputer 

Nvidia GeForce GPU card for PC 

Fast Power Grid Simulation	
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Secure 

A-Secure 

System not intact System intact 

Reduction in reserve 
margins and/or 
increased probability of 
disturbance 

Restorative 
Resynchronization 

E  I 

Emergency 
Heroic Action 

E  I 
System 
splitting 
and/or 
load loss In extremis 

Cut losses, Protect 
Equipment 

E  I 

Normal 
Objective: Load tracking, cost minimization, system coordination 

E  I 

Insecure Alert 
Preventive Control 

Violation of 
inequality 
constraints 

E  I 

E = Demand is met 
I = Constraints are met Dynamics of Power System 

Operating States 
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“Preventing Blackouts,” Scientific American, May 2007 Smart	Self-Healing	Grid	
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THE NATIONAL PLAN FOR RESEARCH AND 
DEVELOPMENT IN SUPPORT OF CIP 

•  The area of self-healing 
infrastructure has been 
recommended by the White 
House Office of Science and 
Technology Policy (OSTP) and 
the U.S. Department of 
Homeland Security (DHS) as one 
of three thrust areas for the 
National Plan for research and 
development in support of 
Critical Infrastructure 
Protection (CIP).  
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BASIS OF FUTURE COMPETITION 

•  Gather	
•  Collate	
•  Analyze	
•  Apply	informaHon	

The speed at which 
an Enterprise can 
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Looking	Beyond	Interdependencies:			
Other	Pressing	Infrastructure	Security	Issues	

Current	focus	on	technical,	pracHHoner-related	
challenges—Tyranny	of	the	In-Box	

	
Not	Being	Adequately	Addressed:	
1.  Building	the	necessary	policy	foundaHon	that	

addresses	legal,	ethical,	and	defense	in	depth	issues	in	
assuring	Local/State/NaHonal/Global	infrastructures	

2.  Long-term	analysis	of	what	technology,	poliHcal	and	
economic	developments	will	have	far-reaching	
repercussions	for	securing	infrastructures	and	keeping	
them	secure	(with	Economic	Growth	opportuniHes)		
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Can	we	build	non-intrusive	yet	high	confidence	
tools,	systems,	processes	that	increase	our	security	

AND	preserve/extend	our	civil	rights?	
Synergy	Between	Security	Technologies	&	Policy	

• 	Incorporate	security	and	privacy	early	as	“design	criteria”	
• 	Provide	policy	impact	statement	

• 	E.g.	tradeoffs	between	“liberty	&	
security”?	
	
• Non/low-intrusive	but	high	confidence	
technologies	analogous	to	“MRI”	
	
• 	Plot	the	space	
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ImplicaCons	for	new	technologies		-some	offer	more	“L”	or	more	“S”	
	

								-What	if	we	offer	both? 	 			
								-Can	this	be	a	design	criteria?	

E.g.	remote	monitoring;	anomaly	detecCon;	wide-area	tamper	detecCon	

Where is a given policy w.r.t. -a 
theoretically  

optimal frontier? 
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RecommendaCons	-	Security,	Privacy,	and	Resilience	

•  Speed	up	the	development	and	enforcement	of	cyber	security	
standards,	compliance	requirements	and	their	adopHon.	
Facilitate	and	encourage	design	of	security	from	the	start	and	
include	it	in	standards.		

•  Design	communicaCons	and	controls	systems	for	more	limited	
failures	including	beIer	EMP	withstand	capabiliHes 		

•  Increase	investment	in	the	grid	and	in	R&D	areas	that	assure	the	
security	of	the	cyber	infrastructure	(algorithms,	protocols,	chip-
level	and	applicaHon-level	security).	

	
Source:	IEEE	report	to	the	U.S.	DOE	for	the	White	House’s	
Quadrennial	Energy	Review	(QER)	to	guide	U.S.	energy	policy.	
hIp://www.ieee-pes.org/final-ieee-report-to-doe-qer-on-priority-
issues	
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New	Business	OpportuniCes	
● Turnkey	Smart	Buildings	

● Web-enabled	Energy	Systems	

● ResidenHal	DR	

● Turnkey	Perfect	Power	Retailing	

● Turnkey	AMI	

● Commercial	Perfect	Power	Retailing	

● Enhanced	DistribuHon	Reliability	Zones	

● Entrepreneurial	Microgrids	
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Unlocking	Smart	Grid	Benefits	Requires	
•  	Intelligent	Technology		

•  	Intelligent	Policy 		

•  	Empowered	Consumers	&	CommuniHes	

INTELLIGENCE	=	the	ability	to	understand	and	deal	

successfully	with	new	situaCons	
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2.85 
3.36 
3.66 
3.73 
3.77 
3.80 
3.86 
3.97 

Customer service 
IT 

Maintenance 
Planning 

Executive 
Finance 

Operations 
Engineering 

Workforce: A VARIETY of people are needed… 

Role	of	groups	in	asset	management	(1	=	no	role,	5	=	significant	role)	
	

Source:	ABB	–	Zpryme	survey	of	150	uClity	execuCves,	2015-2016.	

…for a variety  
of things 
 
(like data-driven asset 
management) 
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1.   Create	NaConal	Infrastructure	Banks:		
Ø Focused	on	addressing	both	the	much-needed	repairs	today	(to	modernize	
exisHng	aging	infrastructure)	AND	also	to	bridge	to	more	advanced,	smarter,	
more	secure	and	sustainable	lifeline	infrastructures	envisioned	for	the	next	
10-20	years.		

Ø Created	as	public/private	partnership	enterprises	that	lend	money	on	a	
sustainable	basis	and	has	clear	cost/benefit,	performance	metrics	and	include	
fees	for	quality	of	services	provided	by	the	modernized	infrastructures.		

	

2.  Retool/re-train	our	best	and	brightest	for	this	call	to	acCon:	
Ø  Some	of	the	best	talents	to	help	rebuild	our	criCcal	infrastructure	are	our	veterans	of	the	

Armed	Forces.	
	

3.  Renew/Update	the	American	Model:	
Ø  Align	innovaCon	and	policy:	Focus,	Alignment,	CollaboraCon,	and	ExecuCon	to	revitalize	

leadership	in	educaCon,	R&D,	innovaCon	and	entrepreneurship.		

What	to	do?	Pathways	forward		
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Ø Build	Smarter,	More	Secure,	Resilient,	and	

Sustainable	Lifeline	Infrastructures	

Ø  Develop	World-Class	Human	Capital	

Ø Create	Jobs	-	Grow	The	Economy	-	Power	

Progress	

Embrace	Change?		
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Elephant	(us)	…….and	Mosquitoes	(them)	

Bo_om	line	
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Vision	of	future	
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…and	
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..and	
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