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•  Level	SeRng	
•  How	Cyber	aTacks	are	carried	out	
•  Top	10	Must	do	acAviAes	



Why?

Ø  1	in	101	emails	in	malicious	
	

Ø  32	%	of	email	is	actually	clean	enough	for	
delivery	



How?

•  It	was	insecure	to	start	with	
•  It	was	installed	poorly	
•  It	wasn’t	maintained	of	monitored	correctly	



What

•  Interconnec6vity	
•  Complexity	

•  It’s	a	weakest	link	discipline	





1.  Do	you	have	requirements	for	securing	the	tool	
or	system?	

2.  Did	it	start	secure?	
3.  Was	it	installed	with	a	secure	design?	
4.  Have	the	integraAon	points	being	considered?	
5.  Is	it	tested	for	security	before	going	live?	
6.  Are	all	the	basics	covered?	
7.  How	will	you	know	if	the	system	is	violated?		
8.  Who	is	going	to	monitor	the	system	or	tool	for	

variance?	
9.  How	will	it	be	maintained?	
10.  	Use	security	intelligence	to	understand	your	

adversary’s	approach	

Top	10	List	



#1 - Do you have requirements for securing the tool or 
system?

•  Security	requirements	
must	be	developed	if	you	
want	to	let	the	technical	
team	know	your	
expectaAons!	



#2 - Did it start secure? 


•  Beyond	the	Vendor	
statements!	

•  What	assurance	level	do	you	
require?	



#3 - Was it installed 
with a secure design?
•  Was	the	a	documented	design	created	by	an	expert?	

•  Did	the	security	requirements	make	it	into	the	
design?	

•  Was	it	installed	according	to	the	design?	



#4 - Have the integraHon 
points being considered?



•  For	systems	that	will	be	
integrated	or	talked	to,	have	
the	security	issues	been	
considered?	



#5 - Is it tested for security before going live?


•  Measure	6	Ames,	cut	once!	

•  No	scope	restricAons!	

•  TesAng	criteria	should	be	
added	into	requirements	
document!	



#6 - Are all the 
basics covered?


•  Do	you	know	all	who	will	have	
access?	Even	in	an	emergency!	

•  Are	the	lock	outs	complete?	
•  Is	there	documentaAon?	

•  Is	training	included?	



#7 - How will you know if the system is violated? 


• What	does	an	aTack	look	
like	for	this	system?	

• What	is	the	baseline,	
what	does	normal	look	
like?	



#8 - Who is going to monitor the system or tool for variance?


• Who	will	monitor?	
• What	are	escalaAon	
paths?	
• What	about	reporAng?	



#9 - How will it be 
maintained?



•  Who	will	patch	and	update	it?	

•  What	about	end	of	life	and	replacement?	

•  Security	disposal?	



#10 - Use security intelligence to 
understand your adversary’s 

approach

•  Know	thy	enemy!	



Summary •  Plan	to	succeed	
•  Work	the	top	10	list	at	a	
minimum	

•  Decide	how	much	risk	is	
acceptable	

•  Doorway	to	the	data	network	
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