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The Human Firewall 
is on fire – Anatomy 
of an email-based 
attack.	
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Defense	Arms	Race	

Business	Disrup1ons	

Skills	Deficiencies	

Cyber	Security	Today	

Data	Recovery	

Threats	are	constantly	evolving!	

It’s	difficult	to	a@ract	and	retain	talent!	

How	do	we	maintain	availability	during	a	disrupEon!	

Can	we	recover	to	the	last	safe	state!	
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Email	A@acks	

1 Verizon Data Breach Report 2016  |  2 Wired 2015  |  3 Verizon Data Breach Report 2017  |  4 FBI, Public Service Announcement, May 4, 2017 

~30%	 100S	 91%	 66%	 $5B	
of	phishing	a@acks	
were	opened1	

	
	

Median	Eme	to	
first	click1	

	
	

of	a@acks	start	
with	a	phish2	

	
	

of	malware	was	
installed	via	

malicious	email	
a@achments3	

BEC	is	$5B		
global	scam4	
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Why	do	a@ackers	rely	on	email?	
Cheap,	ubiquitous,	global,	flexible,	anonymous,	trusted	by	users,	

integral	to	so	many	business	processes		

225B	
Emails	sent	
everyday	

#1	
Office	365	Cloud	

Service	by	User	Count	

6.3B	
Email	Mailboxes	in	2017,	
growing	to	7.7B	by	2021	
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Original	Phishing	
Scams	-	What	do	you	
noEce	about	them?	



•  Have	a								profile	

•  Think	your	life	is	deemed	interes'ng	enough	to	be	on		

Your company is 
at risk if you… 

•  Have	certain	le@ers	in	your	
domain	name	

•  Accept	resumes	on	your	website	

•  Highlight	your	Management	or	Leadership	
Team	on	your	website	
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It		
	 	Only		
	 	 	 	 	Takes		
	 	 	 	 	 	 	 	One.	
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Introducing:	
Your	Users	



Would	
You	Click?	
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What	Should	Your	User	Do?	
WSYUD?	



URL	
Protect	



URL	
Protect	



Real	or	fake?	
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That	“Apple.com”	URL	is	really	this….	

xn--80ak6aa92e.com	

Is	this	really	
Apple.com?	
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Watch	Out	Mobile	Browsers!	
Phishing	with	Elongated	URLs	–	What	site	are	you	really	on?	

h@p://m.facebook.com----------------------------------securelogin.liraon.com/sign_in.htm	



Would	You	
Open	This	

A`achment?	
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No	One	Way	to	Catch	Malware	



Imagine	being	able	
to	stop	EVERY	
malicious	file		

We	all	know	the	risks		
	
Trust	your	users	
not	to	click?	
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Sta1c	File	Analysis	

~1-2	seconds	a@achment	scan	
Expedites	scanning	and	scan	Eme	for	users	
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Analyze	inbound	a@achments		
with	mul1ple	AV	engines	+	sta1c	file	

analysis	+	behavioral	sandboxing	+	Safe	
file	conversion	
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• Leverage	global	threat	intelligence	
• Incident	/	Response	Dashboard	
• Constantly	monitor	and	re-check	status	of	all	
file	a@achment	fingerprints	globally	

• If	security	score	of	a	delivered	file	changes:	
– Quickly	alert	and	update	administrators	
– AutomaEcally	or	manually	remediate	a@achment	
based	malware	

–  Log	incident	acEons	

Enhanced	Threat	Remedia1on	



Who	Says	A`acks	Need	to	
Involve	Malware?	

•  Business	Email	Compromise	
•  Whaling	
•  Wire	transfer	or	W-2	Fraud	



Who	would	send	
the	money?	



Impersona1on	
Protect	



Impersona1on	
Protect	



Impersona1on	
Protect	



Supply	Chain	
Impersona1on	
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One	of	these	things	is	not	like	the	others!!!	
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“Similar”	Domains	Being	Registered	Every	Day	–	Why?		
•  Serer	-	faƈebook.com		-	xn--faebook-ozb.com	[facebook.com]	
•  Old	English	-	ɑƿƿle.com	-	xn--le-m1aa24e.com	[apple.com]	
•  Math	Symbol	-	hotmail¬.com	-	xn--hotmail-jka.com	[hotmail.com]	
•  German	-	microsömonline.com		-	xn--microsmonline-0pb.com	

[microsomonline.com]	
•  Chinese	-	amazon. 	-	amazon.xn--g2xx48c	[amazon.com]	
•  Cyrillic	-	applḙ.com	-	xn--appl-t64a.com	[apple.com]	
•  Polish	-	ażure.com	-	xn--aure-bbb.com	[azure.com]	
•  Fula/African	-	dropɓox.com	-	-dropox-sxc.com	[dropbox.com]	
•  Fula/African	-	eɓay.com	-	xn--eay-osb.com	[ebay.com]	
•  Polish	-	ebąy.com	-	xn--eby-jpa.com	[ebay.com]	
•  Danish	-	facebøøk.com	-	xn--facebk-fyaa.com	[facebook.com]	
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Similarity	matching	capabili1es	
Real	Domain	 Similarity	Match	
mimecast.com	 mimecast.co.za	
apple.com	 xn--80ak6aa92e.com	
amazon.co.uk	 www.amazonn.co.uk	
facebook.com	 h@p://m.facebook.com----------------------------------securelogin.liraon.com/sign_in.htm	

paypal.com	
h@p://paypal.com-us-cgi-bin-webscr-cmd--login-submit-
dispatch-5885d80a13c0.mytruebox.com/		

CustomDomain.com	 CustomDornain.com	

•  Detect	similarity	both	simple	and	complex	
–  Character	switching,	Homoglyph/Homograph,	long	domain	strings	and	more	



N Compromised	Accounts	
Ø A`acker	uses	stolen	user	creden1als	to	
spread	a`ack	internally	and/or	externally	Internal	Email	

Protect	
N Careless	Users	

Ø “Oops,	I	sent	it	to	the	wrong	person…again.”	

N Malicious	Insiders	
Ø Purposely	distribu1ng	malware	or	malicious	URLs	

Are	Users	part	of	the	soluEon	or	
part	of	the	problem?	
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Cyber	Resilience	for	email	

Threat	ProtecEon	

Durability	

Adaptability	Recoverability	


