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Goal & Take-Aways

• Understand the process
– 6 steps
– Appreciate its repeatability

• Take-Aways
– Support – Partners & Leaders
– Scope – Know the controls to be addressed
– Adoption – An important, often overlooked step
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You Can Do It!

• ANY enterprise or organization can 
implement modern technologies 
– Things to keep in mind:
• Understand business drivers
• Understand resources available
• Drive scoping discussion
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What’s driving this desire?

• Typically, entities want to reduce licensing 
costs

• Other potential drivers:
– Using open source technologies
– More control over the environment
– Be awesome
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The Repeatable Process – Think ‘Agile’

• NOT a linear, waterfall-like progression
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PostgreSQL: SOX-Compliant Pattern

• First enterprise effort
– Organizational challenge
– Partnerships were new
– Identity and Access Management

Leader 
Support Scoping Technical 

Work
POC 

Application
Compliance 
Validation Acceptance



October 28–30, 2019 | Minneapolis Convention Center
cybersecuritysummit.org | #cybersummitmn

Communication Tool – Nice Example
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Cassandra: SOX-Compliant Pattern

• Technically difficult
– Instaclustr, scaling issues, Ecaudit, Gatekeeper
– Backups? Completeness and accuracy of the data
– Hardened offering – part of a broader SOX 

compliant pattern
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Communication Tool – Hurdle Example
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PostgreSQL: PCI-Compliant Pattern

• An Entirely Different Beast
– Additional/different requirements
– All non-cardholder data supported
– Enables multi-million dollar savings
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What’s Next?

• Mongo – SOX pattern
– Currently in proof-of-concept
– Currently being reviewed by internal partners

• Kafka – SOX pattern
– Q1 2020
– Control scope
– Believed to be close to finished
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Take-Aways & Questions

• Take-Aways
– Support – Partners & Leaders
– Scope – Know the controls to be addressed
– Adoption – An important, often overlooked step

• Questions?




