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MEDICAL DEVICE USERS ARE NOT 
SECURITY EXPERTS

1. ACCEPT 
RESPONSIBILITY 

RECALLS DISPROPORTIONATELY 
AFFECT MDMS

FDA NOW REQUIRES DEVICES TO BE 
SECURE BY DESIGN, BEFORE 
APPROVAL
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2. THREAT MODEL 

“WHY WOULD SOMEONE ATTACK 
THIS?” - NOT A RHETORICAL 
QUESTION 

ASSESS PRIVACY, INTEGRITY AND 
CONFIDENTIALITY IN EQUAL 
PROPORTION 

NEEDS TO HAPPEN DURING THE 
DESIGN OF THE DEVICE, NOT AFTER 
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SECURE SHIP WIN

3. SECURE BY DESIGN

NOW, BUYERS WANT SECURITY BUILT IN. 
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SECURE YOUR CONFIGURATION 

3. SECURE BY 
DESIGN 

ENCRYPT STUFF

SIGN STUFF

MONITOR BEHAVIOR IN THE FIELD
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4. PATCH 
MEDCRYPT.COM/WHITEPAPERS
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4. PATCH 

FDA EXPECTS PATCHING IN 60 DAYS 

PATCHES NEED TO BE AVAILABLE TO 
CUSTOMERS LONG AFTER “END OF 
SALE”

NEED TO INCENT USERS TO APPLY 
PATCHES 
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5. DISCLOSE 

ONLY 7 OF THE TOP 40 MDMS HAVE 
EVER RELEASED A DISCLOSURE

~40% OF DISCLOSURES ARE FROM 
PHILLIPS & BD 

“WE MAY BE LOOKING TO REQUIRE 
COORDINATED VULNERABILITY 
DISCLOSURE THROUGH 
LEGISLATION IN ORDER TO LEVEL 
THE PLAYING FIELD.” - FDA 
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FIVE ACTIONS YOU CAN TAKE
1. ACCEPT RESPONSIBILITY

2. THREAT MODEL 

3. SECURE BY DESIGN 

4. PATCH

5. DISCLOSE
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Security features can be obsolete, 
before they even ship.

Security is hard. Even CIA, Apple, and 
Google have made mistakes.

Security features compete for 
priority with clinical features.

WHY CAN’T EVERY MEDICAL DEVICE VENDOR 
IMPLEMENT PROACTIVE SECURITY TODAY?
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Monitoring tools for hospitals alert 
the hospital, not you, creating 

alarm fatigue. 

Traditional IoT security software 
wasn’t designed for clinical use.

Anti-virus software wasn’t built 
with safeguards for keeping 

people alive.

AND, EXISTING TOOLS 
WEREN’T BUILT FOR THIS.



var data_for_webserver = “Hello”; //The data to be sent to “webserver”
var data_stiring;                 //The data after it is processed by the Guardian

data_string = guardian.dataFor(‘webserver’, data_for_webserver);

X

BEST-PRACTICE 
SECURITY  
VIA MEDCRYPT IN AS 
FEW AS 9 LINES OF 
CODE

Encrypt Sign Monitor Track Vulnerabilities

EASILY ADD PROACTIVE 
SECURITY  
TO ALL OF YOUR DEVICES— 
AND  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