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Must-Have Security Language
key contractual themes to consider 
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Key Theme

CONFIDENTIALITY – INTEGRITY – AVAILABILITY  
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Covered Systems

Identify relevant computer network systems
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Covered Systems

Restrict access through the agreement and through system 
settings
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Covered Data

Data that will be used
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Covered Data

Limited access
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Security Events

Attempted vs. actual: sync with incident response plan
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Security Events

Disclosure requirements: timing, content and scope
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Security Standard

Authorized connectivity
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Security Standard

Encryption requirements
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Security Standard

Identify standards (by name)
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Security Standard

Required certification or attestation and frequency
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Security Standard

Prohibit downgrading
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Security Standard

Redundancy
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Audit Rights

Cooperation
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Audit Rights

No cost
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Audit Rights

Ensure sufficient timeframe post-termination
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Audit Rights

Consequences for non-compliance
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Insurance

Cybersecurity insurance – sync with incidents in incident response 
plan
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