RESOURCES TO PREPARE FOR A
POSSIBLE CYBERATTACK

Nancy Libersky, SBA District Director



SBA: Here for You Since 1953

Created by Congress to "aid, counsel, assist and

protect, the interests of small business concerns.

 We do this by providing:

financial programs
federal contract procurement assistance

specialized outreach including women, minorities and armed
forces veterans

specialized advice and assistance in international trade
loans to victims of natural disasters



Providing more with Resource Partners



Cyber Threats
« SBA Survey

— 88% of small business owners felt vulnerable

* FBI Internet Crime Report
— §2.7 billion in 2018
* Verizon 2019 Data Breach Investigations
Report
— 42,000 incidents worldwide
— 43% targeted small business



Cyber Security Assistance

- www.sba.gov/cybersecurity
— Common threats
— Assess your business risk
— Cybersecurity best practices
— Training and events



More Assistance

« FTC Protecting Small Businesses

— https://www.ftc.gov/tips-advice/business-
center/small-businesses

 FCC Cyberplanner

— https://www.fcc.gov/cyberplanner



https://www.ftc.gov/tips-advice/business-center/small-businesses
https://www.fcc.gov/cyberplanner

More Assistance

 DHS CISA Cyber Infrastructure

— Cyber Resilience Review - https://wWww.us-
cert.gov/resources/assessments

— Resources for SMB - https://wWww.us-
cert.gov/resources/smb

* National Cybersecurity Alliance
— https://staysafeonline.org/cybersecure-business/



https://www.us-cert.gov/resources/assessments
https://www.us-cert.gov/resources/smb
https://staysafeonline.org/cybersecure-business/

Thank You!

U.S. Small Business Administration
Minnesota District Office
www.sba.gov/mn

(612) 370-2324



http://www.sba.gov/mn

