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Is Al the new weapon of choice~

What can you do to
prepare for it?

.

Sure...
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WHAT IF THE AN JUST STiR THE PILE DNTIL
THEY START LOOKING RIGHT.




AI/ML in Practice

Statistics s mmm————
Low-dimensional data (e.g. less
than 100 dimensions)
Lots of noise in the data

There is not much structure in the
data, and what structure there is,
can be represented by a fairly
simple model.

The main problem is
distinguishing true structure from

noise.
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AlI/ML Use Cases

High-dimensional data (e.g. more
than 100 dimensions)

The noise is not sufficient to
obscure the structure in the data if
we process it right.

There is a huge amount of
structure in the data, but the
structure is too complicated to be
represented by a simple model.

The main problem is figuring out a
way to represent the complicated
structure that allows it to be
learned.

Source: www.cs.toronto.edu/~hinton
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http://www.cs.toronto.edu/~hinton

Example
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Each document is converted
to a vector of word counts.
This vector is then mapped to
two coordinates and displayed
as a dot.

Let classes be represented by
colors.

When the documents are laid
out in 2-D, the classes are not
useful. So we can judge how
good the algorithm is by
seeing if the classes are
separated.
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Scale wins
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Behavior-based machine learning identifies suspicious process
behavior sequences to analyze the process tree on the client,
using real-time machine learning in the cloud

AMSI-paired machine learning uses pairs of client-side and cloud-

side to perform advanced analysis of scripting pre- and post-
execution to catch fileless and in-memory attacks
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A Lesson fromm Troy
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Offensive Al: a p.

radigm shift

Impersonation of trusted users
Blending into the background

Faster attacks with mor
Finding vulnerabilities

e effective consequences




Source: Axionable






Exploit Generation

Analyzed 14 OSS projects

Generated 16 control flow hijacking
exploits.

Two of them are 0-days

General approach for generating
working exploits once a bug is found
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“There are no fixes for the fundamental

brittleness of DNNSs,”
Francois Chollet, Google






“68.36% of images in CIFAR-10 and 16.04% of ImageNet
images can be successfully attacked by modifying just
one pixel”



Facial identifier that works
through (some) masks
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A Lesson from Byzantium






. Bromium®

Device Guard uses micro-virtualization to
hardware-isolate two Windows Services

& Credential Guard isolates credential hashes 1o
reduce pass-the-hasn attacks

& Hypervisor enforced Code \ntegrity enforces

white-\isting for applications and {he OS keme\

Windows Defender Application Guard
isolates tabs in Edge
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